Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday April 23, 2025

(Reported on Thursday, April 24, 2025)

Government

FBI: US lost record $16.6 billion to cybercrime in 2024
Read more at Bleeping Computer

Financial Institutions

Japan Warns on Unauthorized Stock Trading via Stolen Credentials
Read more at Dark Reading

Healthcare

Blue Shield of California leaked health data of 4.7 million members to Google
Read more at Dark Reading

Critical Infrastructure Entities Warned About Medusa Ransomware as Victim Count Hits 300
Read more at HIPPA Journal

Other

Microsoft fixes Remote Desktop freezes caused by Windows updates
Read more at Bleeping Computer

Ransomware Gangs Innovate With New Affiliate Models
Read more at Dark Reading
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https://www.bleepingcomputer.com/news/security/fbi-us-lost-record-166-billion-to-cybercrime-in-2024/
https://www.darkreading.com/threat-intelligence/japan-unauthorized-stock-trading-stolen-credentials
https://www.bleepingcomputer.com/news/security/blue-shield-of-california-leaked-health-data-of-47-million-members-to-google/
https://www.hipaajournal.com/medusa-ransomware/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-remote-desktop-freezes-caused-by-windows-updates/
https://www.darkreading.com/data-privacy/ransomware-gangs-innovate-new-affiliate-models
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