Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday July 31, 2025

(Reported on Friday, August 1, 2025)

Government

Attackers Use Fake OAuth Apps with Tycoon Kit to Breach Microsoft 365 Accounts
Read more at The Hacker News

Dwindling federal cyber support for critical infrastructure raises alarms
Read more at more at Cybersecurity Dive

Financial Institutions

BlackSuit Ransomware Dark Web Sites Seized by Law Enforcement
Read more at HIPPA Journal

Healthcare

Average Cost of a Healthcare Data Breach Falls to $7.42 Million
Read more at HIPPA Journal

Other
Storm-2603 Deploys DNS-Controlled Backdoor in Warlock and LockBit Ransomware Attacks
Read more at The Hacker News

Scammers Unleash Flood of Slick Online Gaming Sites
Read more at Krebs on Security
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https://thehackernews.com/2025/08/attackers-use-fake-oauth-apps-with.html
https://www.cybersecuritydive.com/news/critical-infrastructure-cybersecurity-federal-support-risk/753686/
https://www.hipaajournal.com/blacksuit-ransomware-law-enforcement/
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://thehackernews.com/2025/08/storm-2603-exploits-sharepoint-flaws-to.html
https://krebsonsecurity.com/

