Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday January 02, 2026 through Sunday January 04, 2026

(Reported on Monday January 05, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa

US Action in Venezuela Provokes Cyberattack Speculation
Read more at GovInfoSecurity

Financial Institutions
The Enduring Attack Surface of VPNs
Read more at BankinfoSecurity

Marquis Software Breach Reaches Blaze Credit Union As Vendor Fallout Widens Across Industry
Read more at CUtoday.info

Cryptocurrency Scam Emails and Web Pages As We Enter 2026, (Sun, Jan 4th)
Read more at SANS

Healthcare
HIPAA Encryption Requirements
Read more at TheHIPAAJournal

Aflac Notifies 22.7 Million People of June Data Theft Attack
Read more at HealthcarelnfoSecurity

Covenant Health Ransomware Attack Victim Count Increases by 5,980%
Read more at TheHIPAAJournal

Other
The biggest cybersecurity and cyberattack stories of 2025
Read more at Bleeping Computer

Over 10K Fortinet firewalls exposed to actively exploited 2FA bypass
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/12/29/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/us-action-in-venezuela-provokes-cyberattack-speculation-a-30439
https://www.bankinfosecurity.com/enduring-attack-surface-vpns-a-30446
https://www.cutoday.info/Fresh-Today/Marquis-Software-Breach-Reaches-Blaze-Credit-Union-As-Vendor-Fallout-Widens-Across-Industry
https://isc.sans.edu/diary/rss/32594
https://www.hipaajournal.com/hipaa-encryption-requirements/
https://tylertech-my.sharepoint.com/personal/joe_griswold_tylertech_com/Documents/Desktop/Threat%20Briefing/Daily%20Threat%20Briefing%20Sample-Template/Aflac%20Notifies%2022.7%20Million%20People%20of%20June%20Data%20Theft%20Attack
https://www.hipaajournal.com/covenant-health-cyberattack/
https://www.bleepingcomputer.com/news/security/the-biggest-cybersecurity-and-cyberattack-stories-of-2025/
https://www.bleepingcomputer.com/news/security/over-10-000-fortinet-firewalls-exposed-to-ongoing-2fa-bypass-attacks/

News from Friday January 02, 2026 through Sunday January 04, 2026
(Reported on Monday January 05, 2025)

New GlassWorm malware wave targets Macs with trojanized crypto wallets
Read more at Bleeping Computer

ThreatsDay Bulletin: GhostAd Drain, macOS Attacks, Proxy Botnets, Cloud Exploits, and 12+

Stories
Read more at TheHackerNews
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https://www.bleepingcomputer.com/news/security/new-glassworm-malware-wave-targets-macs-with-trojanized-crypto-wallets/
https://thehackernews.com/2026/01/threatsday-bulletin-ghostad-drain-macos.html

