Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday January 05, 2026

(Reported on Tuesday January 06, 2026)

Government
CISA Releases Two Industrial Control Systems Advisories
Read more at Cisa.gov

Trump, the US and a Blackout: What Cut Off Venezuela's Grid?
Read more at GovInfoSecurity

Financial Institutions
The Enduring Attack Surface of VPNs
Read more at BankinfoSecurity

America’s Credit Unions, DCUC Support FCC Changes To Cut TCPA Compliance Risk
Read more at CUtoday.info

Healthcare
lllinois Department of Human Services Exposes Sensitive Data of 700,000 Individuals Online
Read more at TheHIPAAJournal

Covenant Health Notifying 480K Patients of 2025 Data Theft
Read more at HealthcarelnfoSecurity

Continuum Health Alliance Settles Class Action Data Breach Lawsuit
Read more at TheHIPAAJournal

Other
ClickFix attack uses fake Windows BSOD screens to push malware
Read more at Bleeping Computer

VSCode IDE forks expose users to "recommended extension" attacks
Read more at Bleeping Computer

Cloud file-sharing sites targeted for corporate data theft attacks
Read more at Bleeping Computer

US broadband provider Brightspeed investigates breach claims
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https://www.cisa.gov/news-events/alerts/2025/12/30/cisa-releases-two-industrial-control-systems-advisories
https://www.govinfosecurity.com/trump-us-blackout-what-cut-off-venezuelas-grid-a-30448
https://www.bankinfosecurity.com/enduring-attack-surface-vpns-a-30446
https://www.cutoday.info/Fresh-Today/America-s-Credit-Unions-DCUC-Support-FCC-Changes-To-Cut-TCPA-Compliance-Risk
https://www.hipaajournal.com/illinois-department-of-human-services-data-breach-2025/
https://www.healthcareinfosecurity.com/covenant-health-notifying-480k-patients-2025-data-theft-a-30447
https://www.hipaajournal.com/continuum-health-alliance-data-breach-settlement/
https://www.bleepingcomputer.com/news/security/clickfix-attack-uses-fake-windows-bsod-screens-to-push-malware/
https://www.bleepingcomputer.com/news/security/vscode-ide-forks-expose-users-to-recommended-extension-attacks/
https://www.bleepingcomputer.com/news/security/cloud-file-sharing-sites-targeted-for-corporate-data-theft-attacks/

News from Monday January 05, 2026
(Reported on Tuesday January 06, 2026)

Read more at Bleeping Computer

Ledger customers impacted by third-party Global-e data breach
Read more at Bleeping Computer

Agentic Al Is an Identity Problem and CISOs Will Be Accountable for the Outcome
Read more at Bleeping Computer

NordVPN denies breach claims, says attackers have "dummy data"
Read more at Bleeping Computer

Risks of OOB Access via IP KVM Devices, (Mon, Jan 5th)
Read more at SANS
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https://www.bleepingcomputer.com/news/security/us-broadband-provider-brightspeed-investigates-breach-claims/
https://www.bleepingcomputer.com/news/security/ledger-customers-impacted-by-third-party-global-e-data-breach/
https://www.bleepingcomputer.com/news/security/agentic-ai-is-an-identity-problem-and-cisos-will-be-accountable-for-the-outcome/
https://www.bleepingcomputer.com/news/security/nordvpn-denies-breach-claims-says-attackers-have-dummy-data/
https://isc.sans.edu/diary/rss/32598

