Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday January 14, 2026

(Reported on Thursday January 15, 2026)

Government
Washington Scrutinizes Trump's Push for Al Speed Over Safety
Read more at GovInfoSecurity

Financial Institutions
Court Axes Investor Lawsuit Over CrowdStrike Software Update
Read more at BanklInfoSecurity

Healthcare
PharMerica Will Pay at Least $5.2M to Settle Hack Lawsuit
Read more at HealthcarelnfoSecurity

University of Hawaii Cancer Center Confirms Patient Data Stolen in Ransomware Attack
Read more at TheHIPAAJournal

Other
Exploit code public for critical FortiSIEM command injection flaw
Read more at Bleeping Computer

Microsoft updates Windows DLL that triggered security alerts
Read more at Bleeping Computer

Reprompt attack hijacked Microsoft Copilot sessions for data theft
Read more at Bleeping Computer

South Korean giant Kyowon confirms data theft in ransomware attack
Read more at Bleeping Computer

France fines Free Mobile €42 million over 2024 data breach incident
Read more at Bleeping Computer

ConsentFix debrief: Insights from the new OAuth phishing attack
Read more at Bleeping Computer
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https://www.govinfosecurity.com/washington-scrutinizes-trumps-push-for-ai-speed-over-safety-a-30521
https://www.bankinfosecurity.com/court-axes-investor-lawsuit-over-crowdstrike-software-update-a-30523
https://www.healthcareinfosecurity.com/pharmerica-will-pay-at-least-52m-to-settle-hack-lawsuit-a-30522
https://www.hipaajournal.com/university-of-hawaii-cancer-center-ransomware-data-breach/
https://www.bleepingcomputer.com/news/security/exploit-code-public-for-critical-fortisiem-command-injection-flaw/
https://www.bleepingcomputer.com/news/microsoft/microsoft-updates-windows-dll-that-triggered-security-alerts/
https://www.bleepingcomputer.com/news/security/reprompt-attack-let-hackers-hijack-microsoft-copilot-sessions/
https://www.bleepingcomputer.com/news/security/south-korean-giant-kyowon-confirms-data-theft-in-ransomware-attack/
https://www.bleepingcomputer.com/news/security/france-fines-free-mobile-42-million-over-2024-data-breach-incident/
https://www.bleepingcomputer.com/news/security/consentfix-debrief-insights-from-the-new-oauth-phishing-attack/

News from Wednesday January 14, 2026
(Reported on Thursday January 15, 2026)

Infection repeatedly adds scheduled tasks and increases traffic to the same C2 domain, (Wed, Jan
14th)
Read more at SANS
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https://isc.sans.edu/diary/rss/32628

