Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday January 20, 2025

(Reported on Wednesday January 21, 2025)

Government
Ransomware 'Most Wanted': Cops Seek Head of Black Basta
Read more at GovInfoSecurity

EU plans cybersecurity overhaul to block foreign high-risk suppliers
Read more at Bleeping Computer

Europe Readies Law to Eject Chinese Equipment From Telecoms
Read more at GovInfoSecurity

Financial Institutions
$12B Scam Market Tudou Guarantee Shuts Down
Read more at BankinfoSecurity

Virginia Beach Man Gets 45 Years for $1.7M Fraud Scheme That Hit Navy Federal Credit Union
Read more at CUtoday.info

Face-Swapping Tools Pose Elevated 'Know Your Customer' Risks
Read more at BankinfoSecurity

Healthcare
Minnesota Agency Notifies 304,000 of Vendor Breach
Read more at HealthcarelnfoSecurity

Central Maine Healthcare Data Breach Affects 145,000 Individuals
Read more at TheHIPAAJournal

Other
Gemini Al assistant tricked into leaking Google Calendar data
Read more at Bleeping Computer

ACF plugin bug gives hackers admin on 50,000 WordPress sites
Read more at Bleeping Computer

Add Punycode to your Threat Hunting Routine, (Tue, Jan 20th)
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https://www.govinfosecurity.com/ransomware-most-wanted-cops-seek-head-black-basta-a-30554
https://www.bleepingcomputer.com/news/security/eu-plans-cybersecurity-overhaul-to-block-foreign-high-risk-suppliers/
https://www.govinfosecurity.com/europe-readies-law-to-eject-chinese-equipment-from-telecoms-a-30566
https://www.bankinfosecurity.com/12b-scam-market-tudou-guarantee-shuts-down-a-30565
https://www.cutoday.info/Fresh-Today/Virginia-Beach-Man-Gets-45-Years-for-1.7M-Fraud-Scheme-That-Hit-Navy-Federal-Credit-Union
https://www.bankinfosecurity.com/face-swapping-tools-pose-elevated-know-your-customer-risks-a-30564
https://www.healthcareinfosecurity.com/minnesota-agency-notifies-304000-vendor-breach-a-30570
https://www.hipaajournal.com/central-maine-healthcare-data-breach/
https://www.bleepingcomputer.com/news/security/gemini-ai-assistant-tricked-into-leaking-google-calendar-data/
https://www.bleepingcomputer.com/news/security/acf-plugin-bug-gives-hackers-admin-on-50-000-wordpress-sites/

News from Tuesday January 20, 2025
(Reported on Wednesday January 21, 2025)

Read more at SANS

VoidLink cloud malware shows clear signs of being Al-generated
Read more at Bleeping Computer
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https://isc.sans.edu/diary/rss/32640
https://www.bleepingcomputer.com/news/security/voidlink-cloud-malware-shows-clear-signs-of-being-ai-generated/

