Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday January 26, 2026

(Reported on Tuesday January 27, 2026)

Government
Wiper Malware Targeting Poland's Power Grid Tied to Moscow
Read more at GovInfoSecurity

Adds Five Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Treasury Cuts Ties With Booz Allen Over IRS Data Leaks
Read more at GovInfoSecurity

CISA says critical VMware RCE flaw now actively exploited
Read more at Bleeping Computer

Financial Institutions
Upwind Secures $250M to Extend CNAPP to Al, Data Security
Read more at BankInfoSecurity

Ex-Credit Union Worker Charged In Scheme Targeting Accounts of Deceased Members
Read more at CUtoday.info

Healthcare
Study: Future IT Workers Would Sell Patient Data
Read more at HealthcarelnfoSecurity

MACT Health Board Patients Affected by November 2025 Ransomware Attack
Read more at TheHIPAAJournal

Other
New malware service guarantees phishing extensions on Chrome web store
Read more at Bleeping Computer

6 Okta security settings you might have overlooked
Read more at Bleeping Computer

New ClickFix attacks abuse Windows App-V scripts to push malware
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https://www.govinfosecurity.com/wiper-malware-targeting-polands-power-grid-tied-to-moscow-a-30596
https://www.cisa.gov/news-events/alerts/2026/01/26/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/treasury-cuts-ties-booz-allen-over-irs-data-leaks-a-30597
https://www.bleepingcomputer.com/news/security/cisa-says-critical-vmware-rce-flaw-now-actively-exploited/
https://www.bankinfosecurity.com/upwind-secures-250m-to-extend-cnapp-to-ai-data-security-a-30599
https://www.cutoday.info/Fresh-Today/Ex-Credit-Union-Worker-Charged-In-Scheme-Targeting-Accounts-of-Deceased-Members
https://www.healthcareinfosecurity.com/study-future-workers-would-sell-patient-data-a-30600
https://www.hipaajournal.com/mact-health-board-data-breach/
https://www.bleepingcomputer.com/news/security/new-malware-service-guarantees-phishing-extensions-on-chrome-web-store/
https://www.bleepingcomputer.com/news/security/6-okta-security-settings-you-might-have-overlooked/

News from Monday January 26, 2026
(Reported on Tuesday January 27, 2026)

Read more at Bleeping Computer

Nearly 800,000 Telnet servers exposed to remote attacks
Read more at Bleeping Computer

Microsoft patches actively exploited Office zero-day vulnerability
Read more at Bleeping Computer

Cloudflare misconfiguration behind recent BGP route leak
Read more at Bleeping Computer

Hackers can bypass npm’s Shai-Hulud defenses via Git dependencies
Read more at Bleeping Computer

Scanning Webserver with /$(pwd)/ as a Starting Path, (Sun, Jan 25th)
Read more at SANS
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https://www.bleepingcomputer.com/news/security/new-clickfix-attacks-abuse-windows-app-v-scripts-to-push-malware/
https://www.bleepingcomputer.com/news/security/nearly-800-000-telnet-servers-exposed-to-remote-attacks/
https://www.bleepingcomputer.com/news/microsoft/microsoft-patches-actively-exploited-office-zero-day-vulnerability/
https://www.bleepingcomputer.com/news/security/cloudflare-misconfiguration-behind-recent-bgp-route-leak/
https://www.bleepingcomputer.com/news/security/hackers-can-bypass-npms-shai-hulud-defenses-via-git-dependencies/
https://isc.sans.edu/diary/rss/32654

