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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday January 27, 2026 
                             (Reported on Wednesday January 28, 2026) 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 
 
France Latest EU Country to Ditch US Tech 
Read more at GovInfoSecurity 

Financial Institutions 
Federal IT Buyers Told to Plan for Post-Quantum Cryptography 
Read more at BankInfoSecurity 
 
FiCare FCU Sues Fiserv Over Alleged Security Failures, Mid-Contract Fee Hike 
Read more at CUtoday.info 
 
Privacy Is Fueling the CIO's AI Agenda 
Read more at BankInfoSecurity 
 
US charges 31 more suspects linked to ATM malware attacks 
Read more at Bleeping Computer 
 

Healthcare 
Report: Attacks 'Cascade' From IT, OT to Patient Care 
Read more at HealthcareInfoSecurity 
 
Blue Cross Blue Shield of Montana Faces Data Breach Probe 
Read more at TheHIPAAJournal 

Other 
Fortinet blocks exploited FortiCloud SSO zero day until patch is ready 
Read more at Bleeping Computer 
 
WinRAR path traversal flaw still exploited by numerous hackers 
Read more at Bleeping Computer 
 

https://www.cisa.gov/news-events/alerts/2026/01/27/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/france-latest-eu-country-to-ditch-us-tech-a-30603
https://www.bankinfosecurity.com/federal-buyers-told-to-plan-for-post-quantum-cryptography-a-30607
https://www.cutoday.info/Fresh-Today/FiCare-FCU-Sues-Fiserv-Over-Alleged-Security-Failures-Mid-Contract-Fee-Hike
https://www.bankinfosecurity.com/privacy-fueling-cios-ai-agenda-a-30610
https://www.bleepingcomputer.com/news/security/us-charges-31-more-suspects-linked-to-atm-malware-attacks/
https://www.healthcareinfosecurity.com/report-attacks-cascade-from-it-ot-to-patient-care-a-30608
https://www.hipaajournal.com/blue-cross-blue-shield-montana-data-breach-probe/
https://www.bleepingcomputer.com/news/security/fortinet-blocks-exploited-forticloud-sso-zero-day-until-patch-is-ready/
https://www.bleepingcomputer.com/news/security/winrar-path-traversal-flaw-still-exploited-by-numerous-hackers/
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News from Tuesday January 27, 2026 
                             (Reported on Wednesday January 28, 2026) 

Critical sandbox escape flaw found in popular vm2 NodeJS library 
Read more at Bleeping Computer 
 
Over 6,000 SmarterMail servers exposed to automated hijacking attacks 
Read more at Bleeping Computer 
 
Have I Been Pwned: SoundCloud data breach impacts 29.8 million accounts 
Read more at Bleeping Computer 
 
Nike investigates data breach after extortion gang leaks files 
Read more at Bleeping Computer 
 
From Cipher to Fear: The psychology behind modern ransomware extortion 
Read more at Bleeping Computer 
 
Initial Stages of Romance Scams [Guest Diary], (Tue, Jan 27th) 
Read more at SANS 

 

https://www.bleepingcomputer.com/news/security/critical-sandbox-escape-flaw-discovered-in-popular-vm2-nodejs-library/
https://www.bleepingcomputer.com/news/security/over-6-000-smartermail-servers-exposed-to-automated-hijacking-attacks/
https://www.bleepingcomputer.com/news/security/have-i-been-pwned-soundcloud-data-breach-impacts-298-million-accounts/
https://www.bleepingcomputer.com/news/security/nike-investigates-data-breach-after-extortion-gang-leaks-files/
https://www.bleepingcomputer.com/news/security/from-cipher-to-fear-the-psychology-behind-modern-ransomware-extortion/
https://isc.sans.edu/diary/rss/32650

