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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday January 29, 2026 
                             (Reported on Friday January 30, 2026) 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 
 
Data Breaches in America Hit All-Time Record High in 2025 
Read more at GovInfoSecurity 

Financial Institutions 
AI, Deepfakes Are Top Risks for Financial Crime Specialists 
Read more at BankInfoSecurity 
 
A New Fraud Era Is Taking Shape—And It’s Smarter, Faster, And Harder To See 
Read more at CUtoday.info 

Healthcare 
Ambulance Billing Firm Pays $515K Fine to 2 States in Hack 
Read more at HealthcareinfoSecurity 
 
Northwell Health & Northbay Healthcare Settle Litigation Over Website Pixel Use 
Read more at TheHIPAAJournal 

Other 
Google disrupts IPIDEA residential proxy networks fueled by malware 
Read more at Bleeping Computer 
 
Marquis blames ransomware breach on SonicWall cloud backup hack 
Read more at Bleeping Computer 
 
New Microsoft Teams feature will let you report suspicious calls 
Read more at Bleeping Computer 
 
Google rolls out Android theft protection feature updates 
Read more at Bleeping Computer 
 
Ivanti warns of two EPMM flaws exploited in zero-day attacks 

https://www.cisa.gov/news-events/alerts/2026/01/29/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/data-breaches-in-america-hit-all-time-record-high-in-2025-a-30624
https://www.bankinfosecurity.com/ai-deepfakes-are-top-risks-for-financial-crime-specialists-a-30627
https://www.cutoday.info/THE-feature/A-New-Fraud-Era-Is-Taking-Shape-And-It-s-Smarter-Faster-And-Harder-To-See
https://www.healthcareinfosecurity.com/ambulance-billing-firm-pays-515k-fine-to-2-states-in-hack-a-30626
Northwell%20Health%20&%20Northbay%20Healthcare%20Settle%20Litigation%20Over%20Website%20Pixel%20Use
https://www.bleepingcomputer.com/news/security/google-disrupts-ipidea-residential-proxy-networks-fueled-by-malware/
https://www.bleepingcomputer.com/news/security/marquis-blames-ransomware-breach-on-sonicwall-cloud-backup-hack/
https://www.bleepingcomputer.com/news/microsoft/new-microsoft-teams-feature-will-let-you-report-suspicious-calls/
https://www.bleepingcomputer.com/news/google/google-rolls-out-android-theft-protection-feature-updates/
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News from Thursday January 29, 2026 
                             (Reported on Friday January 30, 2026) 

Read more at Bleeping Computer 
 
Match Group breach exposes data from Hinge, Tinder, OkCupid, and Match 
Read more at Bleeping Computer 
 
Not a Kids Game: From Roblox Mod to Compromising Your Company 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/ivanti-warns-of-two-epmm-flaws-exploited-in-zero-day-attacks/
https://www.bleepingcomputer.com/news/security/match-group-breach-exposes-data-from-hinge-tinder-okcupid-and-match/
https://www.bleepingcomputer.com/news/security/not-a-kids-game-from-roblox-mod-to-compromising-your-company/

