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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday February 02, 2026 
                             (Reported on Tuesday February 03, 2026) 

Government 
NSA Tells Feds: Zero Trust Must Go Beyond Login 
Read more at GovInfoSecurity 
 
How Strong Are States’ Student Cellphone Restrictions? New Analysis Grades Them 
Read more at Edweek.org 
 

Financial Institutions 
Russian hackers exploit recently patched Microsoft Office bug in attacks 
Read more at Bleeping Computer 
 
Cryptohack Roundup: Probe Into Missing Seized Bitcoin 
Read more at PaymentSecurity.io 
 
Hanging Up on ShinyHunters: Experts Detail Vishing Defenses 
Read more at FraudToday.io 

Healthcare 
Capital Health to Pay $4.5M in LockBit Breach Settlement 
Read more at HealthcareInfoSecurity 
 
December 2025 Healthcare Data Breach Report 
Read more at TheHIPAAJournal 

Other 
New GlassWorm attack targets macOS via compromised OpenVSX extensions 
Read more at Bleeping Computer 
 
Mozilla announces switch to disable all Firefox AI features 
Read more at Bleeping Computer 
 
Microsoft: January update shutdown bug affects more Windows PCs 
Read more at Bleeping Computer 
 

https://www.govinfosecurity.com/nsa-tells-feds-zero-trust-must-go-beyond-login-a-30663
https://www.edweek.org/technology/how-strong-are-states-student-cellphone-restrictions-new-analysis-grades-them/2026/01
https://www.bleepingcomputer.com/news/security/russian-hackers-exploit-recently-patched-microsoft-office-bug-in-attacks/
https://www.paymentsecurity.io/cryptohack-roundup-probe-into-missing-seized-bitcoin-a-30625
https://www.fraudtoday.io/hanging-up-on-shinyhunters-experts-detail-vishing-defenses-a-30657
https://www.healthcareinfosecurity.com/capital-health-to-pay-45m-in-lockbit-breach-settlement-a-30659
https://www.hipaajournal.com/december-2025-healthcare-data-breach-report/
https://www.bleepingcomputer.com/news/security/new-glassworm-attack-targets-macos-via-compromised-openvsx-extensions/
https://www.bleepingcomputer.com/news/software/mozilla-will-let-you-turn-off-all-firefox-ai-features/
https://www.bleepingcomputer.com/news/microsoft/microsoft-january-update-shutdown-bug-affects-more-windows-pcs/
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News from Monday February 02, 2026 
                             (Reported on Tuesday February 03, 2026) 

Notepad++ update feature hijacked by Chinese state hackers for months 
Read more at Bleeping Computer 
 
Malicious MoltBot skills used to push password-stealing malware 
Read more at Bleeping Computer 
 
CTM360 Report Warns of Global Surge in Fake High-Yield Investment Scams 
Read more at Bleeping Computer 
 
Panera Bread breach impacts 5.1 million accounts, not 14 million customers 
Read more at Bleeping Computer 
 
Microsoft fixes bug causing password sign-in option to disappear 
Read more at Bleeping Computer 
 
NationStates confirms data breach, shuts down game site 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/notepad-plus-plus-update-feature-hijacked-by-chinese-state-hackers-for-months/
https://www.bleepingcomputer.com/news/security/malicious-moltbot-skills-used-to-push-password-stealing-malware/
https://www.bleepingcomputer.com/news/security/ctm360-report-warns-of-global-surge-in-fake-high-yield-investment-scams/
https://www.bleepingcomputer.com/news/security/panera-bread-data-breach-impacts-51-million-accounts-not-14-million-customers/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-bug-causing-password-sign-in-option-to-disappear/
https://www.bleepingcomputer.com/news/security/nationstates-confirms-data-breach-shuts-down-game-site/

