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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday February 05, 2026 
                             (Reported on Friday February 06, 2026) 

Government 
CISA Directs Federal Agencies to Update Edge Devices 
Read more at GovInfoSecurity 
 
Spain's Ministry of Science shuts down systems after breach claims 
Read more at Bleeping Computer 
 
Italian university La Sapienza goes offline after cyberattack 
Read more at Bleeping Computer 
 
Romanian oil pipeline operator Conpet discloses cyberattack 
Read more at Bleeping Computer 

Financial Institutions 
Credit Card ‘Swipe’ Fees Could Cost Consumers $683 Million On Valentine’s Day 
Read more at CUtoday.info 
 
Breach Roundup: Italy Thwarts Russian Olympic Hacks 
Read more at BankInfoSecurity 
 
TTCU FCU To Pay $3M To Settle Overdraft-Fee Lawsuit 

Read more at CUtoday.info 

Healthcare 
Ex-Nuance IT Worker Faces More Charges in Geisinger Breach 
Read more at HealthcareInfoSecurity 
 
FBI Urges Organziations to Take 10 Actions to Improve Cyber Resilience 
Read more at TheHIPAAJournal 

Other 
Microsoft to shut down Exchange Online EWS in April 2027 
Read more at Bleeping Computer 
 
Zendesk spam wave returns, floods users with 'Activate account' emails 

https://www.govinfosecurity.com/cisa-directs-federal-agencies-to-update-edge-devices-a-30689
https://www.bleepingcomputer.com/news/security/spains-ministry-of-science-shuts-down-systems-after-breach-claims/
https://www.bleepingcomputer.com/news/security/italian-university-la-sapienza-goes-offline-after-cyberattack/
https://www.bleepingcomputer.com/news/security/romanian-oil-pipeline-operator-conpet-discloses-cyberattack-qilin-ransomware/
https://www.cutoday.info/Fresh-Today/Credit-Card-Swipe-Fees-Could-Cost-Consumers-683-Million-On-Valentine-s-Day
https://www.bankinfosecurity.com/breach-roundup-italy-thwarts-russian-olympic-hacks-a-30691
https://www.cutoday.info/Fresh-Today/TTCU-FCU-To-Pay-3M-To-Settle-Overdraft-Fee-Lawsuit
https://www.healthcareinfosecurity.com/ex-nuance-worker-faces-more-charges-in-geisinger-breach-a-30693
https://www.hipaajournal.com/fbi-operation-winter-shield-cybersecurity/
https://www.bleepingcomputer.com/news/microsoft/microsoft-to-shut-down-exchange-web-services-in-cloud-in-2027/
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News from Thursday February 05, 2026 
                             (Reported on Friday February 06, 2026) 

Read more at Bleeping Computer 
 
Ransomware gang uses ISPsystem VMs for stealthy payload delivery 
Read more at Bleeping Computer 
 

 

https://www.bleepingcomputer.com/news/security/zendesk-spam-wave-returns-floods-users-with-activate-account-emails/
https://www.bleepingcomputer.com/news/security/ransomware-gang-uses-ispsystem-vms-for-stealthy-payload-delivery/

