Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday March 3, 2025

(Reported on Wednesday March 4, 2025)

Government
Minnesota Uses Artificial Intelligence to Fight Al Fraud
Read more at Govtech

CISA flags VMware Aria Operations RCE flaw as exploited in attacks
Read more at BleepingComputer

Financial Institutions
BankSocial Unveils Private ‘Data Ocean’ Built With Google Cloud To Anchor Institutional Al
Read more at CUtoday.info

Bank of England says it can run £431M settlement system without Accenture
Read more at TheRegister

Healthcare
Two California Medical Groups Announce Data Breaches
Read more at HipaaJournal

Groups Push Back on HHS' Proposed Health IT Rollbacks
Read more at HealthCarelnfoSecurity

Other
Microsoft: Hackers abuse OAuth error flows to spread malware
Read more at Bleeping Computer

Juniper PTX Routers at Risk, Critical Takeover Flaw Disclosed
Read more at GovInfoSecurity

LexisNexis confirms data breach as hackers leak stolen files
Read more at Bleeping Computer

Coruna iOS Exploit Kit Uses 23 Exploits Across Five Chains Targeting iOS 13-17.2.1
Read more at TheHackerNews
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https://www.govtech.com/artificial-intelligence/minnesota-uses-artificial-intelligence-to-fight-ai-fraud
https://www.bleepingcomputer.com/news/security/cisa-flags-vmware-aria-operations-rce-flaw-as-exploited-in-attacks/
https://www.cutoday.info/site/Fresh-Today/BankSocial-Unveils-Private-Data-Ocean-Built-With-Google-Cloud-To-Anchor-Institutional-AI
https://www.theregister.com/2026/03/03/bank_of_england_accenture/
https://www.hipaajournal.com/valley-rediology-nephrology-associates-medical-groups-data-breach/
https://www.healthcareinfosecurity.com/groups-push-back-on-hhs-proposed-health-rollbacks-a-30900
https://www.bleepingcomputer.com/news/security/microsoft-hackers-abuse-oauth-error-flows-to-spread-malware/
https://www.govinfosecurity.com/juniper-ptx-routers-at-risk-critical-takeover-flaw-disclosed-a-30904
https://www.bleepingcomputer.com/news/security/lexisnexis-confirms-data-breach-as-hackers-leak-stolen-files/
https://thehackernews.com/2026/03/coruna-ios-exploit-kit-uses-23-exploits.html

News from Tuesday March 3, 2025
(Reported on Wednesday March 4, 2025)

Paint maker giant AkzoNobel confirms cyberattack on U.S. site
Read more at Bleeping Computer

Fake Laravel Packages on Packagist Deploy RAT on Windows, macOS, and Linux
Read more at TheHackerNews

Google Chrome shifts to two-week release cycle for increased stability
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/paint-maker-giant-akzonobel-confirms-cyberattack-on-us-site/
https://thehackernews.com/2026/03/fake-laravel-packages-on-packagist.html
https://www.bleepingcomputer.com/news/security/google-chrome-shifts-to-two-week-release-cycle-for-increased-stability/

