Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday March 10, 2026

(Reported on Wednesday March 11, 2026)

Government
Russian Threat Actor Sednit Resurfaces With Sophisticated Toolkit
Read more at DarkReading

CISA Flags SolarWinds, Ivanti, and Workspace One Vulnerabilities as Actively Exploited
Read more at TheHackerNews

Financial Institutions
CU1 Selects Prospera Wealth Platform, Expands Partnership with BankSocial
Read more at CUtoday.info

Healthcare
How Healthcare Can Get Started Addressing Post-Quantum Risk
Read more at HealthcarelnfoSecurity

February 2025 Cyberattack Affected More Than 230K Bell Ambulance Patients
Read more at HIPAAJournal

Other
New KadNap botnet hijacks ASUS routers to fuel cybercrime proxy network
Read more at Bleeping Computer

Critical Microsoft Excel bug weaponizes Copilot Agent for zero-click information disclosure attack
Read more at TheRegister

Microsoft brings phishing-resistant Windows sign-ins via Entra passkeys
Read more at Bleeping Computer

Oracle says Al coding tools are helping it dodge the SaaSpocalypse
Read more at TheRegister

HPE warns of critical AOS-CX flaw allowing admin password resets
Read more at Bleeping Computer
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https://www.darkreading.com/cyber-risk/sednit-resurfaces-with-sophisticated-new-toolkit
https://thehackernews.com/2026/03/cisa-flags-solarwinds-ivanti-and.html
https://www.cutoday.info/site/Fresh-Today/CU1-Selects-Prospera-Wealth-Platform-Expands-Partnership-with-BankSocial
https://www.healthcareinfosecurity.com/interviews/how-healthcare-get-started-addressing-post-quantum-risk-i-5530
https://www.hipaajournal.com/february-2025-cyberattack-bell-ambulance/
https://www.bleepingcomputer.com/news/security/new-kadnap-botnet-hijacks-asus-routers-to-fuel-cybercrime-proxy-network/
https://www.theregister.com/2026/03/10/zeroclick_microsoft_info_disclosure_bug/?td=rt-3a
https://www.bleepingcomputer.com/news/microsoft/microsoft-entra-brings-phishing-resistant-sign-in-to-windows/
https://www.theregister.com/2026/03/11/oracle_says_ai_coding_tools/
https://www.bleepingcomputer.com/news/security/hpe-warns-of-critical-aos-cx-flaw-allowing-admin-password-resets/

News from Tuesday March 10, 2026
(Reported on Wednesday March 11, 2026)

FortiGate Devices Exploited to Breach Networks and Steal Service Account Credentials
Read more at TheHackerNews

HR departments are being targeted with fake resumes that disable security protection
Read more at Cybernews

Judge orders Perplexity to stop Al agents from shopping on Amazon
Read more at TheVerge

Tyler Technologies, Inc.


https://thehackernews.com/2026/03/fortigate-devices-exploited-to-breach.html
https://cybernews.com/security/fake-resumes-target-hr-departments/
https://www.theverge.com/ai-artificial-intelligence/892401/amazon-perplexity-ai-shopping-agent-court-order

