Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday March 24, 2026

(Reported on Wednesday March 25, 2026)

Government
FCC bans new routers made outside the USA over security risks
Read more at Bleeping Computer

Cyber Attack Continues to Paralyze Foster City, Calif.
Read more at Govtech

Financial Institutions
How a Large Bank Uses Al Digital Twins for Threat Hunting
Read more at DarkReading

Healthcare
Telehealth Platform Provider OpenLoop Health Disclosed Data Breach
Read more at HIPAAJournal
Other
HackerOne discloses employee data breach after Navia hack
Read more at Bleeping Computer

Lehigh Carbon CC Still Recovering From Data Breach
Read more at Govtech

Infinite Campus warns of breach after ShinyHunters claims data theft
Read more at Bleeping Computer

Critical NetScaler ADC, Gateway flaw may soon be exploited (CVE-2026-3055)
Read more at HelpNetSecurity

Popular LiteLLM PyPI package backdoored to steal credentials, auth tokens
Read more at Bleeping Computer

GitHub-hosted malware campaign uses split payload to evade detection
Read more at HelpNeSecurity

Tyler Technologies, Inc.


https://www.bleepingcomputer.com/news/security/fcc-bans-new-routers-made-outside-the-usa-over-security-risks/
https://www.govtech.com/security/cyber-attack-continues-to-paralyze-foster-city-calif
https://www.darkreading.com/threat-intelligence/how-large-bank-uses-ai-digital-twins-threat-hunting
https://www.hipaajournal.com/openloop-health-data-breach/
https://www.bleepingcomputer.com/news/security/hackerone-discloses-employee-data-breach-after-navia-hack/
https://www.govtech.com/education/higher-ed/lehigh-carbon-cc-still-recovering-from-data-breach
https://www.bleepingcomputer.com/news/security/infinite-campus-warns-of-breach-after-shinyhunters-claims-data-theft/
https://www.helpnetsecurity.com/2026/03/24/netscaler-adc-gateway-cve-2026-3055/
https://www.bleepingcomputer.com/news/security/popular-litellm-pypi-package-compromised-in-teampcp-supply-chain-attack/
https://www.helpnetsecurity.com/2026/03/24/github-malware-split-payload/

News from Tuesday March 24, 2026
(Reported on Wednesday March 25, 2026)

Hackers Use Fake Resumes to Steal Enterprise Credentials and Deploy Crypto Miner
Read more at TheHackerNews

PTC warns of imminent threat from critical Windchill, FlexPLM RCE bug
Read more at Bleeping Computer

Checkmarx KICS Code Scanner Targeted in Widening Supply Chain Hit
Read more at DarkReading
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https://thehackernews.com/2026/03/hackers-use-fake-resumes-to-steal.html
https://www.bleepingcomputer.com/news/security/ptc-warns-of-imminent-threat-from-critical-windchill-flexplm-rce-bug/
https://www.darkreading.com/application-security/checkmarx-kics-code-scanner-widening-supply-chain

