Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday April 1, 2026

(Reported on Thursday April 2, 2026)

Government
Backdooring of JavaScript Library Axios Tied to North Korea
Read more at BanklInfoSecurity

Financial Institutions
De-fi platform Drift suspends deposits and withdrawals after millions in crypto stolen in hack
Read more at TechCrunch

Healthcare
Data Breaches 250,000 Affected by Data Breach at Nacogdoches Memorial Hospital
Read more at SecurityWeek

Data Breaches Announced by Corewell Health & Rocky Mountain Care
Read more at HIPAAJournal

Other
CERT-UA Impersonation Campaign Spread AGEWHEEZE Malware to 1 Million Emails
Read more at TheHackerNews

Mercor says it was hit by cyberattack tied to compromise of open source LiteLLM project
Read more at TechCrunch

Apple expands iOS 18 updates to more iPhones to block DarkSword attacks
Read more at Bleeping Computer

Malicious Script That Gets Rid of ADS, (Wed, Apr 1st)
Read more at SANS

Venom Stealer Maa$ Platform Commoditizes ClickFix Attacks
Read more at DarkReading

Hackers exploit TrueConf zero-day to push malicious software updates
Read more at BleepingComputer

Tyler Technologies, Inc.


https://www.bankinfosecurity.com/backdooring-javascript-library-axios-tied-to-north-korea-a-31308
https://techcrunch.com/2026/04/01/de-fi-platform-drift-suspends-deposits-and-withdrawals-after-millions-in-crypto-stolen-in-hack/
https://www.securityweek.com/250000-affected-by-data-breach-at-nacogdoches-memorial-hospital/
https://www.hipaajournal.com/data-breaches-corewell-health-rocky-mountain-care/
https://thehackernews.com/2026/04/cert-ua-impersonation-campaign-spread.html
https://techcrunch.com/2026/03/31/mercor-says-it-was-hit-by-cyberattack-tied-to-compromise-of-open-source-litellm-project/
https://www.bleepingcomputer.com/news/security/apple-expands-ios-18-updates-to-more-iphones-to-block-darksword-attacks/
https://isc.sans.edu/diary/rss/32854
https://www.darkreading.com/endpoint-security/venom-stealer-maas-commoditizes-clickfix-attacks
https://www.bleepingcomputer.com/news/security/hackers-exploit-trueconf-zero-day-to-push-malicious-software-updates/

News from Wednesday April 1, 2026
(Reported on Thursday April 2, 2026)

Hackers Hijack Axios npm Package to Spread RATs
Read more at_InfoSecurityMagazine

Russian Hackers Using Remote Access Toolkit “CTRL” for RDP Hijacking
Read more at CyberSecurityNews

New CrystalRAT malware adds RAT, stealer and prankware features
Read more at BleepingComputer
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https://www.infosecurity-magazine.com/news/hackers-hijack-axios-npm-package/
https://cybersecuritynews.com/ctrl-for-rdp-hijacking/
https://www.bleepingcomputer.com/news/security/new-crystalrat-malware-adds-rat-stealer-and-prankware-features/

