Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday April 3, 2026 through Sunday April 5, 2026

(Reported on Monday April 6, 2026)

Government
White House sets $75.7B topline IT budget for fiscal 2027
Read more at FedScoop

Financial Institutions
One-Time Passcodes Are Gateway for Financial Fraud Attacks
Read more at BanklInfoSecurity

Healthcare
Telehealth Giant Him & Hers Announces Data Breach
Read more at HIPAAJournal

Other
$285 Million Drift Hack Traced to Six-Month DPRK Social Engineering Operation
Read more at TheHackerNews

CBP facility codes sure seem to have leaked via online flashcards
Read more at Arstechnica

Hackers exploit React2Shell in automated credential theft campaign
Read more at Bleeping Computer

Germany Doxes “UNKN,” Head of RU Ransomware Gangs REvil, GandCrab
Read more at KrebsOnSecurity

Fortinet Patches Actively Exploited CVE-2026-35616 in FortiClient EMS
Read more at TheHackerNews

Why Third-Party Risk Is the Biggest Gap in Your Clients' Security Posture
Read more at TheHackerNews

Critical ShareFile Flaws Lead to Unauthenticated RCE
Read more at SecurityWeek
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https://fedscoop.com/white-house-sets-75-7b-topline-it-budget-for-fiscal-2027/
https://www.bankinfosecurity.com/one-time-passcodes-are-gateway-for-financial-fraud-attacks-a-31341
https://www.hipaajournal.com/him-hers-data-breach/
https://thehackernews.com/2026/04/285-million-drift-hack-traced-to-six.html
https://arstechnica.com/security/2026/04/cbp-facility-codes-sure-seem-to-have-leaked-via-online-flashcards/
https://www.bleepingcomputer.com/news/security/hackers-exploit-react2shell-in-automated-credential-theft-campaign/
https://krebsonsecurity.com/
https://thehackernews.com/2026/04/fortinet-patches-actively-exploited-cve.html
https://thehackernews.com/2026/04/why-third-party-risk-is-biggest-gap-in.html
https://www.securityweek.com/critical-sharefile-flaws-lead-to-unauthenticated-rce/

News from Friday April 3, 2026 through Sunday April 5, 2026
(Reported on Monday April 6, 2026)

Inconsistent Privacy Labels Don't Tell Users What They Are Getting
Read more at DarkReading

TeamPCP Supply Chain Campaign: Update 006 - CERT-EU Confirms European Commission Cloud
Breach, Sportradar Details Emerge, and Mandiant Quantifies Campaign at 1,000+ Saa$S
Environments

Read more at SANS

New Phishing Platform Used in Credential Theft Campaigns Against C-Suite Execs
Read more at InfoSecurityMagazine

LinkedIn Hidden Code Secretly Searches Your Browser for Installed Extensions
Read more at CyberSecurityNews

Tyler Technologies, Inc.


https://www.darkreading.com/data-privacy/inconsistent-privacy-labels-not-enough
https://isc.sans.edu/diary/rss/32864
https://www.infosecurity-magazine.com/news/new-phishing-platform-credential/
https://cybersecuritynews.com/linkedin-code-collects-data/

