Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday April 8, 2026

(Reported on Thursday April 9, 2026)

Government
NSA Supports FBI in Highlighting Russian GRU Threats Against Routers
Read more at NSA

Financial Institutions
Hackers use pixel-large SVG trick to hide credit card stealer
Read more at Bleeping Computer

Healthcare
2025 Losses to Cybercrime Exceeded $20 Billion
Read more at HIPAAJournal

Feds Are Still Assessing Proposed HIPAA Security Rule Update
Read more at BanklInfoSecurity

Data Breaches Reported by Southern Illinois Dermatology; Heart South Cardiovascular Group
Read more at HIPAAJournal

Other
Al Is Accelerating Cyberattacks Faster Than Defenses
Read more at BanklInfoSecurity

TeamPCP Supply Chain Campaign: Update 007 - Cisco Source Code Stolen via Trivy-Linked Breach,
Google GTIG Tracks TeamPCP as UNC6780, and CISA KEV Deadline Arrives with No Standalone
Advisory

Read more at SANS

Google: New UNC6783 hackers steal corporate Zendesk support tickets
Read more at Bleeping Computer

LinkedIn scanning users' browser extensions sparks controversy and two lawsuits
Read more at Arstechnica

New macOS stealer campaign uses Script Editor in ClickFix attack
Read more at Bleeping Computer
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https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4453919/nsa-supports-fbi-in-highlighting-russian-gru-threats-against-routers/
https://www.bleepingcomputer.com/news/security/hackers-use-pixel-large-svg-trick-to-hide-credit-card-stealer/
https://www.hipaajournal.com/fbi-internet-crime-complaint-report-2025/
https://www.bankinfosecurity.com/feds-are-still-assessing-proposed-hipaa-security-rule-update-a-31366
https://www.hipaajournal.com/data-breach-southern-illinois-dermatology-heart-south-cardiovascular-group/
https://www.bankinfosecurity.com/ai-accelerating-cyberattacks-faster-than-defenses-a-31372
https://isc.sans.edu/diary/rss/32880
https://www.bleepingcomputer.com/news/security/google-new-unc6783-hackers-steal-corporate-zendesk-support-tickets/
https://arstechnica.com/tech-policy/2026/04/linkedin-scanning-users-browser-extensions-sparks-controversy-and-two-lawsuits/
https://www.bleepingcomputer.com/news/security/new-macos-stealer-campaign-uses-script-editor-in-clickfix-attack/

News from Wednesday April 8, 2026
(Reported on Thursday April 9, 2026)

CISA orders feds to patch exploited Ivanti EPMM flaw by Sunday
Read more at Bleeping Computer

More Honeypot Fingerprinting Scans, (Wed, Apr 8th)
Read more at SANS

US Thwarts DNS Hijacking Network Controlled by Russian APT28 Hackers
Read more at InfoSecurityMagazine
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https://www.bleepingcomputer.com/news/security/cisa-orders-feds-to-patch-exploited-ivanti-epmm-flaw-by-sunday/
https://isc.sans.edu/diary/rss/32878
https://www.infosecurity-magazine.com/news/us-thwarts-dns-hijacking-network/

