Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday, April 14, 2026

(Reported on Wednesday, April 15, 2026)

Government
State Department eyes agentic Al for taking on ‘high-volume workflows’
Read more at FedScoop

Financial Institutions
Cybercrime International Operation Targets Multimillion-Dollar Crypto Theft Schemes
Read more at SecurityWeek

Healthcare
Data Breach at Rocky Mountain Associated Physicians Affects 50,000 Patients
Read more at HIPAAJournal

Other
Microsoft April 2026 Patch Tuesday fixes 167 flaws, 2 zero-days
Read more at Bleeping Computer

Fortinet Patches 11 Vulnerabilities Across FortiSandbox, FortiOS, FortiAnalyzer, and FortiManager
Read more at CyberSecurityNews

Mirax RAT Targets Android Devices Through Meta Apps
Read more at BanklInfoSecurity

ShowDoc RCE Flaw CVE-2025-0520 Actively Exploited on Unpatched Servers
Read more at TheHackerNews

War Game Exercise Demonstrates How Social Media Manipulation Works
Read more at DarkReading

Critical etcd Auth Bypass Flaw Allows Unauthorized Access to Sensitive Cluster APIs
Read more at InfoSecurityMagazine

Crypto-exchange Kraken extorted by hackers after insider breach
Read more at Bleeping Computer
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https://fedscoop.com/state-department-agentic-ai-plans/
https://www.securityweek.com/international-operation-targets-multimillion-dollar-crypto-theft-schemes/
https://www.hipaajournal.com/data-breach-rocky-mountain-associated-physicians-arostook-mental-health-iowa-hhs/
https://www.bleepingcomputer.com/news/microsoft/microsoft-april-2026-patch-tuesday-fixes-167-flaws-2-zero-days/
https://cybersecuritynews.com/fortinet-patches-11-vulnerabilities/
https://www.bankinfosecurity.com/mirax-rat-targets-android-devices-through-meta-apps-a-31421
https://thehackernews.com/2026/04/showdoc-rce-flaw-cve-2025-0520-actively.html
https://www.darkreading.com/cyber-risk/wargame-demonstrates-social-media-manipulation
https://cybersecuritynews.com/etcd-auth-bypass-vulnerability/
https://www.bleepingcomputer.com/news/security/crypto-exchange-kraken-extorted-by-hackers-after-insider-breach/

News from Tuesday, April 14, 2026
(Reported on Wednesday, April 15, 2026)

New PHP Composer Flaws Enable Arbitrary Command Execution — Patches Released
Read more at TheHackerNews

Google will begin punishing sites for back button hijacking in June
Read more at Arstechnica

Over 100 Chrome Web Store extensions steal user accounts, data
Read more at Bleeping Computer
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https://thehackernews.com/2026/04/new-php-composer-flaws-enable-arbitrary.html
https://arstechnica.com/gadgets/2026/04/websites-that-hijack-your-back-button-must-stop-by-june-15-or-face-googles-wrath/
https://www.bleepingcomputer.com/news/security/over-100-chrome-extensions-in-web-store-target-users-accounts-and-data/

