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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday, April 15, 2026 
(Reported on Thursday, April 16, 2026) 

Government 
Audit: Big Tech Often Ignores CA Privacy Law Opt-Out Requests 
Read more at DarkReading 

Financial Institutions 
Microsoft pays $2.3M for cloud and AI flaws at Zero Day Quest 
Read more at Bleeping Computer 

Healthcare 
HSCC Guide Targets Third-Party AI Risk in Healthcare 
Read more at BankInfoSecurity 

 

Brockton Hospital Ransomware Attack: Downtime Procedures to Continue for Two Weeks 
Read more at HIPAAJournal 

Other 
100 Chrome Extensions Steal User Data, Create Backdoor 
Read more at SecurityWeek 
 
Deterministic + Agentic AI: The Architecture Exposure Validation Requires 
Read more at TheHackerNews 
 
Signed Adware Operation Disables Antivirus Across 23,000 Hosts 
Read more at InfoSecurityMagazine 
 
CISA flags Windows Task Host vulnerability as exploited in attacks 
Read more at Bleeping Computer 
 
"TotalRecall Reloaded" tool finds a side entrance to Windows 11's Recall database 
Read more at Arstechnica 
 
n8n Webhooks Abused Since October 2025 to Deliver Malware via Phishing Emails 
Read more at TheHackerNews 
 

https://www.darkreading.com/cyber-risk/audit-big-tech-ignores-data-collection-requests
https://www.bleepingcomputer.com/news/microsoft/microsoft-pays-23-million-for-cloud-and-ai-flaws-at-zero-day-quest/
https://www.bankinfosecurity.com/hscc-guide-targets-third-party-ai-risk-in-healthcare-a-31432
https://www.hipaajournal.com/signature-healthcare-brockton-hospital-cyberattack/
https://www.securityweek.com/100-chrome-extensions-steal-user-data-open-backdoor/
https://thehackernews.com/2026/04/deterministic-agentic-ai-architecture.html
https://www.infosecurity-magazine.com/news/dragon-boss-adware-disables/
https://www.bleepingcomputer.com/news/security/cisa-flags-windows-task-host-vulnerability-as-exploited-in-attacks/
https://arstechnica.com/gadgets/2026/04/totalrecall-reloaded-tool-finds-a-side-entrance-to-windows-11s-recall-database/
https://thehackernews.com/2026/04/n8n-webhooks-abused-since-october-2025.html


                                                                                      

Tyler Technologies, Inc. Page | 2  
 

News from Wednesday, April 15, 2026 
(Reported on Thursday, April 16, 2026) 

Scanning for AI Models, (Tue, Apr 14th) 
Read more at SANS 
 
Actively Exploited nginx-ui Flaw (CVE-2026-33032) Enables Full Nginx Server Takeover 
Read more at TheHackerNews 
 
Rolling Networks: Securing the Transportation Sector 
Read more at Bleeping Computer 

 

https://isc.sans.edu/diary/rss/32896
https://thehackernews.com/2026/04/critical-nginx-ui-vulnerability-cve.html
https://www.bleepingcomputer.com/news/security/rolling-networks-securing-the-transportation-sector/

