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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday, April 17, 2026 to Sunday, April 19, 2026 
(Reported on Monday, April 20, 2026) 

Government 
 

White House Chief of Staff to Meet With Anthropic CEO Over Its New AI Technology 
Read more at SecurityWeek 

 

Coast Guard's New Cybersecurity Rules Offers Lessons for CISOs 
Read more at DarkReading 

Financial Institutions  
Scattered Spider Hacker Pleads Guilty in US Federal Court 
Read more at BankInfoSecurity 

Healthcare 
$3.75M Settlement Resolves Data Breach Lawsuit Against Chattanooga Heart Institute 
Read more at HIPAAJournal 

Other 
Critical flaw in Protobuf library enables JavaScript code execution 
Read more at Bleeping Computer 
 
DDoS-For-Hire Services Disrupted by International Police Action in ‘Operation PowerOff’ 
Read more at InfoSecurityMagazine 
 
Mirai Variant Nexcorium Exploits CVE-2024-3721 to Hijack TBK DVRs for DDoS Botnet 
Read more at TheHackerNews 
 
Lumma Stealer infection with Sectop RAT (ArechClient2), (Fri, Apr 17th) 
Read more at SANS 
 
NAKIVO v11.2: Ransomware Defense, Faster Replication, vSphere 9, and Proxmox VE 9.0 Support 
Read more at Bleeping Computer 
 
Lawmakers Gathered Quietly to Talk About AI. Angst and Fears of ‘Destruction’ Followed 
Read more at SecurityWeek 
 

https://www.securityweek.com/white-house-chief-of-staff-to-meet-ith-anthropic-ceo-over-its-new-ai-technology/
https://www.darkreading.com/cybersecurity-operations/coast-guards-cybersecurity-rules-lessons-cisos
https://www.bankinfosecurity.com/scattered-spider-hacker-pleads-guilty-in-us-federal-court-a-31459
https://www.hipaajournal.com/chattanooga-heart-institute-data-breach-settlement/
https://www.bleepingcomputer.com/news/security/critical-flaw-in-protobuf-library-enables-javascript-code-execution/
https://www.infosecurity-magazine.com/news/ddos-services-hit-by-police/
https://thehackernews.com/2026/04/mirai-variant-nexcorium-exploits-cve.html
https://isc.sans.edu/diary/rss/32904
https://www.bleepingcomputer.com/news/security/nakivo-v112-ransomware-defense-faster-replication-vsphere-9-and-proxmox-ve-90-support/
https://www.securityweek.com/lawmakers-gathered-quietly-to-talk-about-ai-angst-and-fears-of-destruction-followed/


                                                                                      

Tyler Technologies, Inc. Page | 2  
 

News from Friday, April 17, 2026 to Sunday, April 19, 2026 
(Reported on Monday, April 20, 2026) 

CISA flags Apache ActiveMQ flaw as actively exploited in attacks 
Read more at Bleeping Computer 
 
Hackers are abusing unpatched Windows security flaws to hack into organizations 
Read more at TechCrunch 

 

Microsoft: Some Windows servers enter reboot loops after April patches 
Read more at Bleeping Computer 

 

Microsoft Teams Right-Click Paste Broken Following Edge Browser Update 
Read more at CyberSecurityNews 
 
Payouts King ransomware uses QEMU VMs to bypass endpoint security 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/cisa-flags-apache-activemq-flaw-as-actively-exploited-in-attacks/
https://techcrunch.com/2026/04/17/hackers-are-abusing-unpatched-windows-security-flaws-to-hack-into-organizations/
https://www.bleepingcomputer.com/news/microsoft/microsoft-warns-of-reboot-loops-affecting-some-domain-controllers/
https://cybersecuritynews.com/teams-right-click-paste-broken/
https://www.bleepingcomputer.com/news/security/payouts-king-ransomware-uses-qemu-vms-to-bypass-endpoint-security/

