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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday, April 21, 2026 
(Reported on Wednesday, April 22, 2026) 

Government 
 

Pentagon Cyber Leaders Back $1.5T Budget Request 
Read more at BankInfoSecurity 
 
With US spy laws set to expire, lawmakers are split over protecting Americans from warrantless 
surveillance 
Read more at TechCrunch 

Financial Institutions  
Dozens of Malicious Crypto Apps Land in Apple App Store 
Read more at Security Week 
 
NGate Android malware uses HandyPay NFC app to steal card data 
Read more at Bleeping Computer 

Healthcare 
Chicago’s Saint Anthony Hospital Reports Breach Affecting 146,000 Individuals 
Read more at HIPAA Journal 

Other 
‘Scattered Spider’ Member ‘Tylerb’ Pleads Guilty 
Read more at KrebsonSecurity 
 
Ransomware Negotiator Pleads Guilty to BlackCat Scheme 
Read more at DarkReading 
 

The Gentlemen Ransomware Expands With Rapid Affiliate Growth 
Read more at InfoSecurityMagazine 
 

Organizations Warned of Exploited Cisco, Kentico, Zimbra Vulnerabilities 
Read more at Security Week 

 
A .WAV With A Payload 
Read more at SANS 
 

https://www.bankinfosecurity.com/pentagon-cyber-leaders-back-15t-budget-request-a-31476
https://techcrunch.com/2026/04/21/with-us-spy-laws-set-to-expire-lawmakers-are-split-over-protecting-americans-from-warrantless-surveillance/
https://www.securityweek.com/dozens-of-malicious-crypto-apps-land-in-apple-app-store/
https://www.bleepingcomputer.com/news/security/ngate-android-malware-uses-handypay-nfc-app-to-steal-card-data/
https://www.hipaajournal.com/chicago-saint-anthony-hospital-reports-breach/
https://krebsonsecurity.com/2026/04/scattered-spider-member-tylerb-pleads-guilty/
https://www.darkreading.com/insider-threats/ransomware-negotiator-pleads-guilty-blackcat-scheme
https://www.infosecurity-magazine.com/news/gentlemen-ransomware-rapid/
https://www.securityweek.com/organizations-warned-of-exploited-cisco-kentico-zimbra-vulnerabilities/
https://isc.sans.edu/diary/rss/32910
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News from Tuesday, April 21, 2026 
(Reported on Wednesday, April 22, 2026) 

Contrary to popular superstition, AES 128 is just fine in a post-quantum world 
Read more at Arstechnica 
 
Unchecked AI Agents Cause Cybersecurity Incidents at Two Thirds of Firms 
Read more at InfoSecurityMagazine 
 
Actively exploited Apache ActiveMQ flaw impacts 6,400 servers 
Read more at Bleeping Computer 
 
Mozilla: Anthropic's Mythos found 271 security vulnerabilities in Firefox 150 
Read more at Arstechnica 
 
Surge in Bomgar RMM Exploitation Demonstrates Supply Chain Risk 
Read more at Dark Reading 

 

CISA flags new SD-WAN flaw as actively exploited in attacks 
Read more at Bleeping Computer 

 

https://arstechnica.com/security/2026/04/contrary-to-popular-superstition-aes-128-is-just-fine-in-a-post-quantum-world/
https://www.infosecurity-magazine.com/news/unchecked-ai-agents-cause/
https://www.bleepingcomputer.com/news/security/actively-exploited-apache-activemq-flaw-impacts-6-400-servers/
https://arstechnica.com/ai/2026/04/mozilla-anthropics-mythos-found-271-zero-day-vulnerabilities-in-firefox-150/
https://www.darkreading.com/cyberattacks-data-breaches/surge-bomgar-rmm-exploitation-demonstrates-supply-chain-risk
https://www.bleepingcomputer.com/news/security/cisa-flags-new-sd-wan-flaw-as-actively-exploited-in-attacks/

