Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday, April 23, 2026

(Reported on Friday, April 24, 2026)

Government
US, UK agencies warn hackers were hiding on Cisco firewalls long after patches were applied
Read more at Cyberscoop

Financial Institutions
April 2026 Crypto Hack Wave: $606M Lost in 18 Days, Drift and Kelp Lead the Breach
Read more at Econotimes

Healthcare
Healthcare Al Firm Sued Over Alleged Unlawful Disclosures of Genetic Data
Read more at HIPAA Journal

Absolute Dental Settles Class Action Data Breach Lawsuit for $3.3M
Read more at HIPAA Journal

Other
Breach Roundup: Myanmar Scam Compound Managers Charged
Read more at BankinfoSecurity

Apple Patches Exploited Notification Flaw, (Thu, Apr 23rd)
Read more at SANS

Microsoft: Some Teams users can’t join meetings after Edge update
Read more at Bleeping Computer

'Zealot' Shows What Al's Capable of in Staged Cloud Attack
Read more at DarkReading

CISA orders feds to patch BlueHammer flaw exploited as zero-day
Read more at Bleeping Computer

Cyber-Attacks Surge 63% Annually in Education Sector
Read more at InfoSecurityMagazine
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https://cyberscoop.com/cisco-firestarter-malware-cisa-warning/
https://www.econotimes.com/April-2026-Crypto-Hack-Wave-606M-Lost-in-18-Days-Drift-and-Kelp-Lead-the-Breach-1739802
https://www.hipaajournal.com/tempus-ai-class-action-alawsuit-genetic-data-disclosures/
https://www.hipaajournal.com/absolute-dental-class-action-data-breach-settlement/
https://www.bankinfosecurity.com/breach-roundup-myanmar-scam-compound-managers-charged-a-31498
https://isc.sans.edu/diary/rss/32922
https://www.bleepingcomputer.com/news/microsoft/microsoft-some-teams-users-cant-join-meetings-after-edge-update/
https://www.darkreading.com/cyber-risk/zealot-shows-ai-execute-full-cloud-attacks
https://www.bleepingcomputer.com/news/security/cisa-orders-feds-to-patch-microsoft-defender-flaw-exploited-in-zero-day-attacks/
https://www.infosecurity-magazine.com/news/cyberattacks-surge-63-annually/

News from Thursday, April 23, 2026
(Reported on Friday, April 24, 2026)

Hackers exploit file upload bug in Breeze Cache WordPress plugin
Read more at Bleeping Computer

In a first, a ransomware family is confirmed to be quantum-safe
Read more at Arstechnica

Trigona ransomware attacks use custom exfiltration tool to steal data
Read more at Bleeping Computer

Bitwarden CLI Compromised in Ongoing Checkmarx Supply Chain Campaign
Read more at The Hacker News

Cosmetics giant Rituals discloses data breach affecting customers
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/hackers-exploit-file-upload-bug-in-breeze-cache-wordpress-plugin/
https://arstechnica.com/security/2026/04/now-even-ransomware-is-using-post-quantum-cryptography/
https://www.bleepingcomputer.com/news/security/trigona-ransomware-attacks-use-custom-exfiltration-tool-to-steal-data/
https://thehackernews.com/2026/04/bitwarden-cli-compromised-in-ongoing.html
https://www.bleepingcomputer.com/news/security/cosmetics-giant-rituals-discloses-data-breach-affecting-customers/

