Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday, April 24, 2026 to Sunday, April 26, 2026

(Reported on Monday, April 27, 2026)

Government
CISA Warns of FIRESTARTER Malware Targeting Cisco ASA including Firepower and Secure
Firewall Products
Read more at CISA

NSA and Others Release Joint Guidance Addressing Multiple China-Nexus Threat Actors Using
External Covert Networks to Facilitate Cyber Activity at Scale
Read more at NSA

FCC: Router ban includes portable hotspots, but not phones with hotspot features
Read more at Arstechnica

Critical infrastructure giant Itron says it was hacked
Read more at TechCrunch

Financial Institutions
Litecoin Zero-Day Vulnerability Exploited in DoS Attack, Disrupts Major Mining Pools
Read more at CyberSecurityNews

US Busts Myanmar Ring Targeting US Citizens in Financial Fraud
Read more at DarkReading

Healthcare
Poor Risk Analysis Cost 4 Firms $1.7 Million in HIPAA Fines
Read more at BanklInfoSecurity

Alabama Ophthalmology Associates Data Breach Settlement Gets First Nod
Read more at HIPAA Journal

Other
LMDeploy CVE-2026-33626 Flaw Exploited Within 13 Hours of Disclosure
Read more at TheHackerNews

Threat actor uses Microsoft Teams to deploy new “Snow” malware
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/news/cisa-warns-firestarter-malware-targeting-cisco-asa-including-firepower-and-secure-firewall-products
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4467839/nsa-and-others-release-joint-guidance-addressing-multiple-china-nexus-threat-ac/
https://arstechnica.com/tech-policy/2026/04/fcc-says-ban-on-foreign-made-routers-includes-portable-wi-fi-hotspots/
https://techcrunch.com/2026/04/27/critical-infrastructure-giant-itron-says-it-was-hacked/
https://cybersecuritynews.com/litecoin-zero-day-vulnerability-exploited/
https://www.darkreading.com/cyber-risk/us-busts-myanmar-ring-targeting-us-citizens-financial-fraud
https://www.bankinfosecurity.com/poor-risk-analysis-cost-4-firms-17-million-in-hipaa-fines-a-31506
https://www.hipaajournal.com/alabama-ophthalmology-associates-data-breach-settlement/
https://thehackernews.com/2026/04/lmdeploy-cve-2026-33626-flaw-exploited.html
https://www.bleepingcomputer.com/news/security/threat-actor-uses-microsoft-teams-to-deploy-new-snow-malware/

News from Friday, April 24, 2026 to Sunday, April 26, 2026
(Reported on Monday, April 27, 2026)

Researchers Uncover Pre-Stuxnet ‘fast16’ Malware Targeting Engineering Software
Read more at TheHackerNews

ADT confirms data breach after ShinyHunters leak threat
Read more at Bleeping Computer

Al Phishing Is No. 1 With a Bullet for Cyberattackers
Read more at DarkReading

New ‘Pack2TheRoot’ flaw gives hackers root Linux access
Read more at Bleeping Computer

Tyler Technologies, Inc.



https://thehackernews.com/2026/04/researchers-uncover-pre-stuxnet-fast16.html
https://www.bleepingcomputer.com/news/security/adt-confirms-data-breach-after-shinyhunters-leak-threat/
https://www.darkreading.com/cyber-risk/ai-phishing-no-1-cyberattackers
https://www.bleepingcomputer.com/news/security/new-pack2theroot-flaw-gives-hackers-root-linux-access/

