Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday, April 27, 2026

(Reported on Tuesday, April 28, 2026)

Government
Alleged Silk Typhoon hacker extradited to US for cyberespionage
Read more at Bleeping Computer

Financial Institutions
How to spot the top scams that started on social media
Read more at FTC

Money launderer linked to $230M crypto heist gets 70 months in prison
Read more at Bleeping Computer

Healthcare
Medical Device Maker Medtronic Says It's Been Hacked
Read more at BanklInfoSecurity

Other
Open source package with 1 million monthly downloads stole user credentials
Read more at Arstechnica

OpenSSH Flaw Allowing Full Root Shell Access Lurked for 15 Years
Read more at SecurityWeek

UNC6692 Combines Social Engineering, Malware, Cloud Abuse
Read more at DarkReading

GlassWorm malware attacks return via 73 OpenVSX "sleeper"” extensions
Read more at Bleeping Computer

Notepad++ Vulnerability Allows Attackers to Crash Application, Leak Memory Data
Read more at CyberSecurityNews

TeamPCP Supply Chain Campaign: Update 008 - 26-Day Pause Ends with Three Concurrent
Compromises (Checkmarx KICS, Bitwarden CLI Cascade, xinference PyPl), CanisterSprawl npm
Worm Identified, and Tier 1 Coverage Returns, (Mon, Apr 27th)

Read more at SANS
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https://www.securityweek.com/openssh-flaw-allowing-full-root-shell-access-lurked-for-15-years/
https://www.darkreading.com/cloud-security/unc6692-social-engineering-malware-cloud-abuse
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News from Monday, April 27, 2026
(Reported on Tuesday, April 28, 2026)

Robinhood account creation flaw abused to send phishing emails
Read more at Bleeping Computer

Parsing Agentic Offensive Security's Existential Threat
Read more at DarkReading

PyPI package with 1.1M monthly downloads hacked to push infostealer
Read more at Bleeping Computer

Researchers Uncover 73 Fake VS Code Extensions Delivering GlassWorm v2 Malware
Read more at TheHackerNews
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