Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday, April 28, 2026

(Reported on Wednesday, April 29, 2026)

Government
US reportedly charges Scattered Spider hacker arrested in Finland
Read more at Bleeping Computer

US Supreme Court appears split over controversial use of ‘geofence’ search warrants
Read more at TechCrunch

Financial Institutions
North Korean Hackers Target Crypto Firms with ClickFix and Al-Made Zoom Lures
Read more at InfoSecurityMagazine

Healthcare
Healthcare Organizations Struggling to Implement Primary Method of Blocking Lateral Movement
Read more at HIPAAJournal

SAG-AFTRA Health Plan Settles Lawsuit Over 2024 Phishing Incident
Read more at HIPAAJournal

Other
Hackers are exploiting a critical LiteLLM pre-auth SQLi flaw
Read more at Bleeping Computer

OT Cybersecurity Frozen Out by Frontier Labs
Read more at BanklInfoSecurity

Video service Vimeo confirms Anodot breach exposed user data
Read more at Bleeping Computer

HTTP Requests with X-Vercel-Set-Bypass-Cookie Header, (Tue, Apr 28th)
Read more at SANS

Microsoft to deprecate legacy TLS in Exchange Online starting July
Read more at Bleeping Computer

Al Agent Wipes Startup's Data in 9-Second API Call
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https://www.bleepingcomputer.com/news/security/us-reportedly-charges-scattered-spider-hacker-arrested-in-finland/
https://techcrunch.com/2026/04/28/scotus-chatrie-geofence-search-warrant-ruling-arguments/
https://www.infosecurity-magazine.com/news/bluenoroff-dprk-hackers-target/
https://www.hipaajournal.com/healthcare-organizations-struggling-to-implement-primary-method-blocking-lateral-movement/
https://www.hipaajournal.com/sag-aftra-members-sue-health-plan-over-email-breach/
https://www.bleepingcomputer.com/news/security/hackers-are-exploiting-a-critical-litellm-pre-auth-sqli-flaw/
https://www.bankinfosecurity.com/ot-cybersecurity-frozen-out-by-frontier-labs-a-31536
https://www.bleepingcomputer.com/news/security/video-service-vimeo-confirms-anodot-breach-exposed-user-data/
https://isc.sans.edu/diary/rss/32930
https://www.bleepingcomputer.com/news/microsoft/microsoft-to-deprecate-legacy-tls-in-exchange-online-starting-july/

News from Tuesday, April 28, 2026
(Reported on Wednesday, April 29, 2026)

Read more at BankinfoSecurity

Microsoft: New Remote Desktop warnings may display incorrectly
Read more at Bleeping Computer

Cyber Insurance Data Gives CISOs New Ammo for Budget Talks
Read more at SecurityWeek

Broken VECT 2.0 ransomware acts as a data wiper for large files
Read more at Bleeping Computer
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https://www.bankinfosecurity.com/ai-agent-wipes-startups-data-in-9-second-api-call-a-31521
https://www.bleepingcomputer.com/news/microsoft/microsoft-new-remote-desktop-warnings-may-display-incorrectly/
https://www.securityweek.com/cyber-insurance-data-gives-cisos-new-ammo-for-budget-talks/
https://www.bleepingcomputer.com/news/security/broken-vect-20-ransomware-acts-as-a-data-wiper-for-large-files/

