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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday May 7, 2026  
(Reported on Friday May 8, 2026) 

Government 
Pentagon Official Vows to Diversify Frontier AI Suppliers 
Read more at Gov Info Security 
 
OpenAI and Anthropic LLMs Used in Critical Infrastructure Cyber-Attack, Warns Dragos 
Read more at Info Security 

Financial Institutions 
New TCLBanker malware self-spreads over WhatsApp and Outlook 
Read more at Bleeping Computer 
 
OCC’s Semiannual Risk Perspective Highlights Key Risks in Federal Banking System 
Read more at Office of the Comptroller of the Currency (OCC) 

Healthcare 
New Cyber Resilience Readiness Program Developed by Joint Commission; AHA 
Read more at HIPAA Journal 
 
The Privacy Risks of Embedded, Shadow AI in Healthcare 
Read more at Bank Info Security 

Other 
Mozilla says 271 vulnerabilities found by Mythos have “almost no false positives” 
Read more at Arstechnica 
 
Americans sentenced for running 'laptop farms' for North Korea 
Read more at Bleeping Computer 
 
Fake Claude AI Site Drops Beagle Backdoor on Windows Users 
Read more at Info Security 
 
New PCPJack worm steals credentials, cleans TeamPCP infections 
Read more at Bleeping Computer 
 
 

https://www.govinfosecurity.com/pentagon-official-vows-to-diversify-frontier-ai-suppliers-a-31632
https://www.infosecurity-magazine.com/news/llm-critical-infrastructure/
https://www.bleepingcomputer.com/news/security/new-tclbanker-malware-self-spreads-over-whatsapp-and-outlook/
https://www.occ.treas.gov/news-issuances/news-releases/2026/nr-occ-2026-35.html
https://www.hipaajournal.com/healthcare-public-health-cyber-resilience-readiness-program/
https://www.bankinfosecurity.com/interviews/privacy-risks-embedded-shadow-ai-in-healthcare-i-5546
https://arstechnica.com/information-technology/2026/05/mozilla-says-271-vulnerabilities-found-by-mythos-have-almost-no-false-positives/
https://www.bleepingcomputer.com/news/security/americans-sentenced-for-running-laptop-farms-for-north-korea/
https://www.infosecurity-magazine.com/news/fake-claude-site-beagle-backdoor/
https://www.bleepingcomputer.com/news/security/new-pcpjack-worm-steals-credentials-cleans-teampcp-infections/
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News from Thursday May 7, 2026  
(Reported on Friday May 8, 2026) 

Critical Palo Alto Networks software bug hits exposed firewalls 
Read more at CSO Online 

 

Ivanti EPMM CVE-2026-6973 RCE Under Active Exploitation Grants Admin-Level Access 
Read more at The Hacker News 
 
Canvas Breach Disrupts Schools & Colleges Nationwide 
Read more at Krebs On Security 
 
13 new critical holes in JavaScript sandbox allow execution of arbitrary code 
Read more at CSO Online 
 
Cline Kanban Flaw Lets Websites Hijack AI Coding Agents 
Read more at Info Security 
 
Chrome 148 Rolls Out With 127 Security Fixes 
Read more at Security Week 
 
PyPI Packages Deliver ZiChatBot Malware via Zulip APIs on Windows and Linux 
Read more at The Hacker News 
 
Cisco fixed several high‑severity flaws in its enterprise products, including SSRF bugs in Unity 
Connection that could enable code execution or service disruption. 
Read more at Security Affairs 

 

https://www.csoonline.com/article/4168343/critical-palo-alto-networks-software-bug-hits-exposed-firewalls.html
https://thehackernews.com/2026/05/ivanti-epmm-cve-2026-6973-rce-under.html
https://krebsonsecurity.com/2026/05/canvas-breach-disrupts-schools-colleges-nationwide/
https://www.csoonline.com/article/4168568/13-new-critical-holes-in-javascript-sandbox-allow-execution-of-arbitrary-code.html
https://www.infosecurity-magazine.com/news/cline-kanban-websocket-hijack-ai/
https://www.securityweek.com/chrome-148-rolls-out-with-127-security-fixes/
https://thehackernews.com/2026/05/pypi-packages-deliver-zichatbot-malware.html
https://securityaffairs.com/191808/breaking-news/cisco-patches-high-severity-flaws-enabling-ssrf-code-execution-attacks.html

