Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday May 11, 2026

(Reported on Tuesday May 12, 2026)

Government
Hackers Hid Inside Major UK Water Utility for Nearly 2 Years
Read more at Gov Info Security

Financial Institutions
Rochester Man Routed Fraud Funds Through Credit Union Accounts In $2-Million Scheme
Read more at CU Today

TrickMo Android banker adopts TON blockchain for covert comms
Read more at Bleeping Computer

Healthcare
March 2026 Healthcare Data Breach Report
Read more at HIPAA Journal

OpenLoop Health Data Breach Affects 716,000 Individuals
Read more at HIPAA Journal

Other
GM agrees to $12.75M California settlement over sale of drivers’ data
Read more at Bleeping Computer

Linux bitten by second severe vulnerability in as many weeks
Read more at Arstechnica

Apple Patches Everything
Read more at SANS Internet Storm Center

Instructure confirms hackers used Canvas flaw to deface portals
Read more at Bleeping Computer

After banning foreign routers, FCC says existing ones can get updates until 2029
Read more at Arstechnica
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https://www.govinfosecurity.com/hackers-hid-inside-major-uk-water-utility-for-nearly-2-years-a-31656
https://www.cutoday.info/site/Fresh-Today/Rochester-Man-Routed-Fraud-Funds-Through-Credit-Union-Accounts-In-2-Million-Scheme
https://www.bleepingcomputer.com/news/security/trickmo-android-banker-adopts-ton-blockchain-for-covert-comms/
https://www.hipaajournal.com/march-2026-healthcare-data-breach-report/
https://www.hipaajournal.com/openloop-health-data-breach/
https://www.bleepingcomputer.com/news/legal/gm-agrees-to-1275m-california-settlement-over-sale-of-drivers-data/
https://arstechnica.com/security/2026/05/linux-bitten-by-second-severe-vulnerability-in-as-many-weeks/
https://isc.sans.edu/diary/rss/32976
https://www.bleepingcomputer.com/news/security/instructure-confirms-hackers-used-canvas-flaw-to-deface-portals/
https://arstechnica.com/tech-policy/2026/05/fcc-slightly-relaxes-foreign-router-ban-allows-software-updates-until-2029/

News from Monday May 11, 2026
(Reported on Tuesday May 12, 2026)

Tables Turned: Gentlemen Ransomware Group Suffers Data Leak
Read more at Bank Info Security

Identity security firm SailPoint discloses GitHub repository breach
Read more at Security Affairs

FCC Softens Ban on Foreign-Made Routers
Read more at Dark Reading

Crimenetwork returns after takedown, dismantled again by German authorities
Read more at Security Affairs

Checkmarx Jenkins AST Plugin Compromised in Supply Chain Attack
Read more at Security Week

New GhostLock tool abuses Windows API to block file access
Read more at Bleeping Computer
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https://www.bankinfosecurity.com/tables-turned-gentlemen-ransomware-group-suffers-data-leak-a-31654
https://securityaffairs.com/191997/data-breach/identity-security-firm-sailpoint-discloses-github-repository-breach.html
https://www.darkreading.com/endpoint-security/fcc-softens-foreign-router-ban
https://securityaffairs.com/191969/cyber-crime/crimenetwork-returns-after-takedown-dismantled-again-by-german-authorities.html
https://www.securityweek.com/checkmarx-jenkins-ast-plugin-compromised-in-supply-chain-attack/
https://www.bleepingcomputer.com/news/security/new-ghostlock-tool-abuses-windows-api-to-block-file-access/

