Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday May 13, 2026

(Reported on Thursday May 14, 2026)

Government
Maryland Expands Privacy Rules for State Agencies, Vendors
Read more at Govtech

Financial Institutions
IMF Warns Al Has Made Cyber Risk a Financial Stability Threat
Read more at BanklnfoSecurity

Al ‘Mythos’ Tool Forces Banks Into Emergency Cybersecurity Fixes
Read more at CUtoday.info

Healthcare
West Pharmaceutical says hackers stole data, encrypted systems
Read more at Bleeping Computer

Rhode Island Finalizes $12 Million Settlement With Deloitte Consulting Over RIBridges
Cyberattack
Read more at TheHIPAAJournal

Other
Microsoft’s new Al system finds 16 Windows flaws, including four critical RCEs
Read more at CSO Online

Microsoft fixes Windows Autopatch bug installing restricted drivers
Read more at Bleeping Computer

Tables Turn on 'The Gentlemen' RaaS Gang With Data Leak
Read more at DarkReading

Microsoft fixes BitLocker recovery issue only for Windows 11 users
Read more at Bleeping Computer
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https://www.govtech.com/policy/maryland-expands-privacy-rules-for-state-agencies-vendors
https://www.bankinfosecurity.com/imf-warns-ai-has-made-cyber-risk-financial-stability-threat-a-31679
https://www.cutoday.info/site/Fresh-Today/AI-Mythos-Tool-Forces-Banks-Into-Emergency-Cybersecurity-Fixes
https://www.bleepingcomputer.com/news/security/west-pharmaceutical-says-hackers-stole-data-encrypted-systems/
https://www.hipaajournal.com/rhode-island-ri-bridges-system-hack/
https://www.csoonline.com/article/4170785/microsofts-new-ai-system-finds-16-windows-flaws-including-four-critical-rces.html
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-windows-autopatch-bug-installing-restricted-drivers/
https://www.darkreading.com/threat-intelligence/gentlemen-raas-gang-data-leak
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-bitlocker-recovery-issue-only-for-windows-11-users/

News from Wednesday May 13, 2026
(Reported on Thursday May 14, 2026)

LatAm Vibe Hackers Generate Custom Hacking Tools on the Fly
Read more at DarkReading

Foxconn confirms cyberattack claimed by Nitrogen ransomware gang
Read more at Bleeping Computer

Fortinet fixes two critical RCE flaws in FortiAuthenticator and FortiSandbox
Read more at CSO Online

Instructure settles with hackers following massive student data theft
Read more at Security Affairs

New critical Exim mailer flaw allows remote code execution
Read more at Bleeping Computer
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https://www.darkreading.com/cloud-security/ai-agents-generate-custom-hacking-tools
https://www.bleepingcomputer.com/news/security/electronics-giant-foxconn-confirms-cyberattack-on-north-american-factories/
https://www.csoonline.com/article/4170993/fortinet-fixes-two-critical-rce-flaws-in-fortiauthenticator-and-fortisandbox.html
https://securityaffairs.com/192059/cyber-crime/instructure-settles-with-hackers-following-massive-student-data-theft.html
https://www.bleepingcomputer.com/news/security/new-critical-exim-mailer-flaw-allows-remote-code-execution/

