Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday May 18, 2026

(Reported on Tuesday May 19, 2026)

Government
Fuel Tank Breaches Expand Scope of Iran's Cyber Offensive
Read more at Dark Reading

CISA Admin Leaked AWS GovCloud Keys on Github
Read more at Krebs on Security

Financial Institutions
Canada Moves To Launch Financial Crimes Agency With New Federal Bill
Read more at CU Today

OCC Advances Priority of Reducing Regulatory Burden for Community Banks
Read more at Office of the Comptroller of the Currency

Healthcare
Data Breaches Announced by Elara Caring; Excelas; Pulpdent Corp.
Read more at HIPAA Journal

Other
SHub macOS infostealer variant spoofs Apple security updates
Read more at Bleeping Computer

MiniPlasma Windows 0-Day Enables SYSTEM Privilege Escalation on Fully Patched Systems
Read more at The Hacker News

TeamPCP Supply Chain Campaign: Activity Through 2026-05-17
Read more at SANS Internet Storm Center

Exploit available for new DirtyDecrypt Linux root escalation flaw
Read more at Bleeping Computer

Grafana confirms GitHub token breach cybercrime group claims the attack
Read more at Security Affairs

Microsoft Exchange Zero-Day Under Attack, No Patch Available
Read more at Dark Reading
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https://www.darkreading.com/cyberattacks-data-breaches/fuel-tank-breaches-expand-scope-irans-cyber-offensive
https://krebsonsecurity.com/2026/05/cisa-admin-leaked-aws-govcloud-keys-on-github/
https://www.cutoday.info/site/Fresh-Today/Canada-Moves-To-Launch-Financial-Crimes-Agency-With-New-Federal-Bill
https://www.occ.treas.gov/news-issuances/news-releases/2026/nr-occ-2026-38.html
https://www.hipaajournal.com/data-breaches-elara-caring-excelas-pulpdent-corp/
https://www.bleepingcomputer.com/news/security/shub-macos-infostealer-variant-spoofs-apple-security-updates/
https://thehackernews.com/2026/05/miniplasma-windows-0-day-enables-system.html
https://isc.sans.edu/diary/rss/32994
https://www.bleepingcomputer.com/news/security/exploit-available-for-new-dirtydecrypt-linux-root-escalation-flaw/
https://securityaffairs.com/192347/breaking-news/grafana-confirms-github-token-breach-cybercrime-group-claims-the-attack.html
https://www.darkreading.com/vulnerabilities-threats/microsoft-exchange-zero-day-no-patch

News from Monday May 18, 2026
(Reported on Tuesday May 19, 2026)

INTERPOL ‘Operation Ramz’ seizes 53 malware, phishing servers
Read more at Bleeping Computer

Shai-Hulud Worm Clones Spread After Code Release
Read more at Dark Reading

Experts warn of active exploitation of critical NGINX flaw CVE-2026-42945
Read more at Security Affairs
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https://www.bleepingcomputer.com/news/security/interpol-operation-ramz-seizes-53-malware-phishing-servers/
https://www.darkreading.com/application-security/shai-hulud-worm-clones-spread-code-release
https://securityaffairs.com/192289/hacking/experts-warn-of-active-exploitation-of-critical-nginx-flaw-cve-2026-42945.html

