Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday May 20, 2026

(Reported on Thursday May 21, 2026)

Government
Aurora, lll., Investigating Recent Cyber Attack
Read more at Gov Tech

CISA Adds Seven Known Exploited Vulnerabilities to Catalog
Read more at CISA

Interpol's 'Operation Ramz' Pioneers Cross-Region Collabs in Middle East
Read more at Dark Reading

Financial Institutions
U.S. Regulators Pause Cybersecurity Bank Exams Due to Mythos
Read more at Gov Tech

Al Botnets Drive Surge in Financial Sector DDoS Attacks
Read more at Bank Info Security

Carding site Black’s Stash dumps 4.6 Million stolen cards for free
Read more at Security Affairs

Healthcare
Data Breaches Announced by Lumexa Imaging; FMRS Health Systems
Read more at HIPAA Journal

Why Smaller Healthcare Providers Remain Easy Targets
Read more at Gov Info Security

Other
Hackers bypass SonicWall VPN MFA due to incomplete patching
Read more at Bleeping Computer

GitHub Confirms Breach, 4K Internal Repos Stolen
Read more at Dark Reading

Grafana breach caused by missed token rotation after TanStack attack
Read more at Bleeping Computer
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https://www.govtech.com/security/aurora-ill-investigating-recent-cyber-attack
https://www.cisa.gov/news-events/alerts/2026/05/20/cisa-adds-seven-known-exploited-vulnerabilities-catalog
https://www.darkreading.com/cybersecurity-operations/interpol-operation-ramz-cross-region-middle-east
https://www.govtech.com/artificial-intelligence/u-s-regulators-pause-cybersecurity-bank-exams-due-to-mythos
https://www.bankinfosecurity.com/ai-botnets-drive-surge-in-financial-sector-ddos-attacks-a-31730
https://securityaffairs.com/192415/cyber-crime/carding-site-b1acks-stash-dumps-4-6-million-stolen-cards-for-free.html
https://www.hipaajournal.com/data-breaches-lumexa-imaging-fmrs-health-systems/
https://www.govinfosecurity.com/smaller-healthcare-providers-remain-easy-targets-a-31736
https://www.bleepingcomputer.com/news/security/hackers-bypass-sonicwall-vpn-mfa-due-to-incomplete-patching/
https://www.darkreading.com/application-security/github-confirms-breach-4k-internal-repos-stolen
https://www.bleepingcomputer.com/news/security/grafana-breach-caused-by-missed-token-rotation-after-tanstack-attack/

News from Wednesday May 20, 2026
(Reported on Thursday May 21, 2026)

Microsoft issues YellowKey mitigation, no patch yet
Read more at Security Affairs

Drupal critical update to fix bug with high exploitation risk
Read more at Bleeping Computer

PinTheft: Another Linux Privilege Escalation, Another Working Exploit, This Time Targeting Arch
Read more at Security Affairs

Ukraine identifies infostealer operator tied to 28,000 stolen accounts
Read more at Bleeping Computer

SHub Reaper impersonates Apple, Google, and Microsoft in one MacOS attack chain
Read more at CSO Online

Patch Now: Critical Flaw in OT Robot OS Gives Attackers Control
Read more at Dark Reading

Researchers Warn CypherLoc Scareware Has Targeted Millions of Users
Read more at Info Security
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https://securityaffairs.com/192449/hacking/microsoft-issues-yellowkey-mitigation-no-patch-yet.html
https://www.bleepingcomputer.com/news/security/drupal-critical-update-to-fix-bug-with-high-exploitation-risk/
https://securityaffairs.com/192456/security/pintheft-another-linux-privilege-escalation-another-working-exploit-this-time-targeting-arch.html
https://www.bleepingcomputer.com/news/security/ukraine-identifies-infostealer-operator-tied-to-28-000-stolen-accounts/
https://www.csoonline.com/article/4174147/shub-reaper-impersonates-apple-google-and-microsoft-in-one-macos-attack-chain.html
https://www.darkreading.com/ics-ot-security/patch-now-critical-flaw-ot-robot-os
https://www.infosecurity-magazine.com/news/researchers-cypherloc-scareware/

