Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday, June 15, 2026

(Reported on Tuesday, June 16, 2026)

Government
CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at CISA

FBI, Google Dismantle ‘Outsider Enterprise’ Phishing Service
Read more at Security Week

North Korean Hackers Are Turning Developer Tools Into Malware Delivery Channels
Read more at The Hacker News

Financial Institutions
$17.5 Million Settlement Proposed After 700Credit Breach Exposed Data of 5.8 Million Consumers
Read more at CU Today

FBI: Fraudsters use couriers to steal money in crypto scams
Read more at Bleeping Computer

Healthcare
Chinese hackers breach REDCap servers, steal medical research
Read more at Bleeping Computer

Other
Attackers Hijack Popular WordPress Plugins to Deploy Backdoors
Read more at Infosecurity Magazine

152 Chrome Wallpaper Extensions with 105K Installs Linked to Adware and Fake Traffic
Read more at The Hacker News

Cisco fixes SD-WAN vManage flaw exploited in zero-day attacks
Read more at Bleeping Computer

Copilot 'SearchLeak' Attack Allows 1-Click Data Theft
Read more at Dark Reading
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https://www.cisa.gov/news-events/alerts/2026/06/15/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.securityweek.com/fbi-google-dismantle-outsider-enterprise-phishing-service/
https://thehackernews.com/2026/06/north-korean-hackers-are-turning.html
https://www.cutoday.info/site/Fresh-Today/17.5-Million-Settlement-Proposed-After-700Credit-Breach-Exposed-Data-of-5.8-Million-Consumers
https://www.bleepingcomputer.com/news/security/fbi-fraudsters-use-couriers-to-steal-money-in-crypto-scams/
https://www.bleepingcomputer.com/news/security/chinese-hackers-breach-redcap-servers-steal-medical-research/
https://www.infosecurity-magazine.com/news/wordpress-plugin-supply-chain/
https://thehackernews.com/2026/06/152-chrome-wallpaper-extensions-with.html
https://www.bleepingcomputer.com/news/security/cisco-fixes-sd-wan-vmanage-flaw-exploited-in-zero-day-attacks/
https://www.darkreading.com/application-security/copilot-searchleak-attack-1-click-data-theft

News from Monday, June 15, 2026
(Reported on Tuesday, June 16, 2026)

Cyber Attack on Oracle Exposes Data of Higher-Ed Clients
Read more at Government Technology

Infinite Campus data breach affects 137,000 school staff accounts
Read more at Bleeping Computer

Langflow RCE under active attack months after a patch was shipped
Read more at CSO Online

Palo Alto Warns of Exploitation of VPN Bypass Exploits (CVE-2026-0257) in PAN-OS Flaw
Read more at Security Affairs

Sniper Dz Scams Target MENA Users via Fake Facebook Offers and Browser Alerts
Read more at The Hacker News
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https://www.govtech.com/education/higher-ed/cyber-attack-on-oracle-exposes-data-of-higher-ed-clients
https://www.bleepingcomputer.com/news/security/infinite-campus-data-breach-affects-137-000-school-staff-accounts/
https://www.csoonline.com/article/4185063/langflow-rce-under-active-attack-months-after-a-patch-was-shipped.html
https://securityaffairs.com/193638/security/palo-alto-warns-of-exploitation-of-vpn-bypass-exploits-cve-2026-0257-in-pan-os-flaw.html
https://thehackernews.com/2026/06/sniper-dz-scams-target-mena-users-via.html

