Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday, June 16, 2026

(Reported on Wednesday, June 17, 2026)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at CISA

Windows version of SprySOCKS Linux malware used to attack govt orgs
Read more at Bleeping Computer

Financial Institutions
FBI Warns Courier Cash Pickups Are Driving Crypto Scams
Read more at Infosecurity Magazine

FTC warns of record $3.5 billion losses to imposter scams in 2025
Read more at Bleeping Computer

Rokarolla Trojan Combines Banking Fraud With Device Surveillance
Read more at Infosecurity Magazine

Healthcare
Clinical Registry Solutions; Jason R Egbert OD PC; VNC Health Announce Data Breaches
Read more at HIPAA Journal

iRhythm Hit by Cyberattack, Patient Data Stolen and Ransom Demanded
Read more at Security Affairs

Other
Attackers Exploit Three Fortinet FortiSandbox Flaws, One Patched Last Week
Read more at The Hacker News

DragonForce Ransomware Exploited Microsoft Teams to Hide in Attack Against Major Company
Read more at Infosecurity Magazine

ClickFix Campaigns Expand Malware Delivery With New Loaders and Fake Update Lures
Read more at The Hacker News

Fileless Phantom Stealer Targets Browser Credentials
Read more at Dark Reading
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https://www.cisa.gov/news-events/alerts/2026/06/16/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.bleepingcomputer.com/news/security/windows-version-of-sprysocks-linux-malware-used-to-attack-govt-orgs/
https://www.infosecurity-magazine.com/news/fbi-warns-courier-cash-pickups/
https://www.bleepingcomputer.com/news/security/ftc-warns-of-record-35-billion-losses-to-imposter-scams-in-2025/
https://www.infosecurity-magazine.com/news/rokarolla-android-banking-trojan/
https://www.hipaajournal.com/clinical-registry-solutions-jason-r-egbert-od-pc-vnc-health-data-breaches/
https://securityaffairs.com/193721/data-breach/irhythm-hit-by-cyberattack-patient-data-stolen-and-ransom-demanded.html
https://thehackernews.com/2026/06/attackers-exploit-three-fortinet.html
https://www.infosecurity-magazine.com/news/dragonforce-ransomware-hidden/
https://thehackernews.com/2026/06/clickfix-campaigns-expand-malware.html
https://www.darkreading.com/cyberattacks-data-breaches/fileless-phantom-stealer-targets-browser-credentials

News from Tuesday, June 16, 2026
(Reported on Wednesday, June 17, 2026)

From a VHDX File to a Remcos RAT
Read more at SANS

Pickle in the Middle — Hijacking Vertex Al Model Uploads for Cross-Tenant RCE
Read more at Unit 42

Joomla, LiteSpeed Vulnerabilities Exploited in Attacks
Read more at Security Week

Malicious JetBrains Marketplace plugins steal Al API keys from developers
Read more at Bleeping Computer

Steam Workshop abused to spread malware via Wallpaper Engine app
Read more at Bleeping Computer
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https://isc.sans.edu/diary/From%20a%20VHDX%20File%20to%20a%20Remcos%20RAT/33080
https://unit42.paloaltonetworks.com/hijacking-vertex-ai-model/
https://www.securityweek.com/joomla-litespeed-vulnerabilities-exploited-in-attacks/
https://www.bleepingcomputer.com/news/security/malicious-jetbrains-marketplace-plugins-steal-ai-api-keys-from-developers/
https://www.bleepingcomputer.com/news/security/steam-workshop-abused-to-spread-malware-via-wallpaper-engine-app/

