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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday, June 18, 2026 
(Reported on Friday, June 19, 2026) 

Government 
CISA Urges Hardening Fortinet Devices After Reports of Credential Exposure 
Read more at CISA 
 
Police cleans nearly 15,000 SocGholish-infected sites tied to Evil Corp 
Read more at Bleeping Computer 
 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at CISA 

Financial Institutions 
Cryptohack Roundup: Spinning a Social Web to Nab Victims 
Read more at BankInfoSecurity 
 
USB worm spreads crypto-stealing malware via Windows shortcut files 
Read more at Bleeping Computer 

Healthcare 
Hackers Claim Responsibility for Novo Nordisk Cyberattack 
Read more at HIPAA Journal 

Other 
Atlassian, Splunk Patch Critical Vulnerabilities 
Read more at Security Week 
 

Apple patches high-severity eavesdropping vulnerability in Beats Studio Buds 
Read more at Ars Technica 
 

DragonForce Hackers Abuse Microsoft Teams Relays to Hide Backdoor.Turn C2 Traffic 
Read more at The Hacker News 
 
Cisco fixed a critical ISE vulnerability that lets attackers to gain root access 
Read more at Security Affairs 
 
Nintendo confirms data stolen in WebMD subsidiary cyberattack 
Read more at Bleeping Computer 

https://www.cisa.gov/news-events/alerts/2026/06/18/cisa-urges-hardening-fortinet-devices-after-reports-credential-exposure
https://www.bleepingcomputer.com/news/security/law-enforcement-nukes-socgholish-malware-from-nearly-15-000-sites/
https://www.cisa.gov/news-events/alerts/2026/06/18/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.bankinfosecurity.com/cryptohack-roundup-spinning-social-web-to-nab-victims-a-32010
https://www.bleepingcomputer.com/news/security/usb-worm-spreads-crypto-stealing-malware-via-windows-shortcut-files/
https://www.hipaajournal.com/novo-nordisk-cyberattack/
https://www.securityweek.com/atlassian-splunk-patch-critical-vulnerabilities/
https://arstechnica.com/apple/2026/06/apple-patches-high-severity-eavesdropping-vulnerability-in-beats-studio-buds/
https://thehackernews.com/2026/06/dragonforce-hackers-abuse-microsoft.html
https://securityaffairs.com/193849/uncategorized/cisco-fixed-a-critical-ise-vulnerability-that-lets-attackers-to-gain-root-access.html
https://www.bleepingcomputer.com/news/security/nintendo-confirms-data-stolen-in-webmd-subsidiary-cyberattack/
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News from Thursday, June 18, 2026 
(Reported on Friday, June 19, 2026) 

 
F5 Patches Two Critical NGINX Open Source Flaws Enabling Remote Code Execution 
Read more at The Hacker News 
 
FIFA Bug Exposes World Cup Streams to Remote Takeover 
Read more at Dark Reading 
 
‘Popa’ Botnet Linked to Publicly-Traded Israeli Firm 
Read more at Krebs on Security 
 
Microsoft fixes Windows Server 2016 security update failures 
Read more at Bleeping Computer 
 
Salesforce Data Thefts Continue via Klue App Compromise 
Read more at Dark Reading 
 

ShapedPlugin update flow hacked to infect WordPress sites 
Read more at Bleeping Computer 

 

https://thehackernews.com/2026/06/f5-patches-two-critical-nginx-open.html
https://www.darkreading.com/application-security/fifa-bug-world-cup-streams-remote-takeover
https://krebsonsecurity.com/2026/06/popa-botnet-linked-to-publicly-traded-israeli-firm/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-windows-server-2016-security-update-failures/
https://www.darkreading.com/cyberattacks-data-breaches/salesforce-data-thefts-klue-app-compromise
https://www.bleepingcomputer.com/news/security/shapedplugin-update-flow-hacked-to-infect-wordpress-sites/

