Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday, June 19, through Sunday, June 21, 2026

(Reported on Monday, June 22, 2026)

Government
CISA Warns Fortinet Customers as FortiBleed Hits 86,644 FortiGate Devices
Read more at The Hacker News

North Korean Hackers Blamed for Mastra NPM Supply Chain Attack
Read more at Security Week

Texas govt data breach exposes over 3 million driver’s licenses
Read more at Bleeping Computer

U.S. CISA adds Splunk Enterprise flaw to its Known Exploited Vulnerabilities catalog and urges
agencies to fix it by Sunday
Read more at Security Affairs

Financial Institutions
eBanking Phishing Delivered Through IPv4-Mapped IPv6 Address
Read more at SANS

Healthcare
Multi-million-dollar Settlement Agreed to Resolve MCNA Dental Data Breach Lawsuit
Read more at HIPAA Journal

Other
Microsoft: June 2026 Windows updates break Recycle Bin prompts
Read more at Bleeping Computer

24 Billion Stolen Credentials Exposed in Massive Data Leak
Read more at Security Affairs

New Prinz Eugen ransomware prioritizes recent files for encryption
Read more at Bleeping Computer

Autolack Attack Lets One Web Page Hijack Al Agent for Host Code Execution
Read more at The Hacker News
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https://thehackernews.com/2026/06/cisa-warns-fortinet-customers-as.html
https://www.securityweek.com/north-korean-hackers-blamed-for-mastra-npm-supply-chain-attack/
https://www.bleepingcomputer.com/news/security/texas-govt-data-breach-exposes-over-3-million-drivers-licenses/
https://securityaffairs.com/193888/security/u-s-cisa-adds-splunk-enterprise-flaw-to-its-known-exploited-vulnerabilities-catalog-and-urges-agencies-to-fix-it-by-sunday.html
https://isc.sans.edu/diary/eBanking%20Phishing%20Delivered%20Through%20IPv4-Mapped%20IPv6%20Address/33090
https://www.hipaajournal.com/mcna-dental-data-breach-settlement/
https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-recycle-bin-bug-on-all-supported-windows-releases/vvvvvvvvvvvvvvvvvv
https://securityaffairs.com/193864/security/24-billion-stolen-credentials-exposed-in-massive-data-leak.html
https://www.bleepingcomputer.com/news/security/new-prinz-eugen-ransomware-prioritizes-recent-files-for-encryption/
https://thehackernews.com/2026/06/autojack-attack-lets-one-web-page.html

News from Friday, June 19, through Sunday, June 21, 2026
(Reported on Monday, June 22, 2026)

Hackers exploit info disclosure bug in Gravity SMTP WordPress plugin
Read more at Bleeping Computer

Klue OAuth breach victim list grows as Icarus hackers claim attack
Read more at Bleeping Computer

Unpatchable 'usbliter8' Exploit Breaks Apple A12 and A13 SecureROM Boot Chain
Read more at The Hacker News

AryStinger botnet infected thousands of D-Link routers worldwide
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/hackers-exploit-info-disclosure-bug-in-gravity-smtp-wordpress-plugin/
https://www.bleepingcomputer.com/news/security/klue-oauth-breach-victim-list-grows-as-icarus-hackers-claim-attack/
https://thehackernews.com/2026/06/unpatchable-usbliter8-exploit-breaks.html
https://www.bleepingcomputer.com/news/security/arystinger-botnet-infected-thousands-of-d-link-routers-worldwide/

