Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday, June 23, 2026

(Reported on Wednesday, June 24, 2026)

Government
Auburn, N.Y., Warns of Phishing Scam Impersonating Govt.
Read more at Government Technology

CISA Adds Four Known Exploited Vulnerabilities to Catalog
Read more at CISA

Anthropic’s Mythos Model Found Vulnerabilities in Classified US Government Systems, Official
Says
Read more at Security Week

Financial Institutions
Microsoft Weighs DeepSeek for Copilot Amid Security Debate
Read more at BanklnfoSecurity

Healthcare
LifePoint Health; Southwest Behavioral & Health Services; Nottingham Village Report Data
Breaches
Read more at HIPAA Journal

Healthtech firm Xolis suffers data breach impacting 1.4 million people
Read more at Bleeping Computer

Other
LastPass confirms data breach in Klue supply chain attack
Read more at Bleeping Computer

SocGholish Takedown Highlights Malicious TDS Threats
Read more at Dark Reading

Data Exposure Flaws Threaten Dify Al Platform Used by 1 Million Apps
Read more at Security Week

Scattered Spider Teens Convicted of TfL Cyber-Attack
Read more at Infosecurity Magazine
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https://www.govtech.com/security/auburn-n-y-warns-of-phishing-scam-impersonating-govt
https://www.cisa.gov/news-events/alerts/2026/06/23/cisa-adds-four-known-exploited-vulnerabilities-catalog
https://www.securityweek.com/anthropics-mythos-model-found-vulnerabilities-in-classified-us-government-systems-official-says/
https://www.bankinfosecurity.com/microsoft-weighs-deepseek-for-copilot-amid-security-debate-a-32055
https://www.hipaajournal.com/data-breach-lifepoint-health-southwest-behavioral-nottingham-village/
https://www.bleepingcomputer.com/news/security/healthtech-firm-xolis-suffers-data-breach-impacting-14-million-people/
https://www.bleepingcomputer.com/news/security/lastpass-confirms-data-breach-in-klue-supply-chain-attack/
https://www.darkreading.com/cyber-risk/socgholish-takedown-malicious-tds-threats
https://www.securityweek.com/data-exposure-flaws-threaten-dify-ai-platform-powering-over-1-million-apps/
https://www.infosecurity-magazine.com/news/scattered-spider-teens-convicted/

News from Tuesday, June 23, 2026
(Reported on Wednesday, June 24, 2026)

Tata Electronics confirms cyberattack as hackers leak data
Read more at Bleeping Computer

GTA 6 Scams Emerge as Pre-Orders Open
Read more at Infosecurity Magazine

Cisco Unified CM flaw CVE-2026-20230 now exploited in attacks
Read more at Bleeping Computer

CVE-2024-40766: The Patch Fixed the Bug. Nobody Fixed the Configuration.
Read more at SANS

Lookalike npm Package Hides a Multi-Stage Windows RAT
Read more at Infosecurity Magazine

Hole in widely-used FFmpeg codec could crash media servers or enable RCE
Read more at CSO Online

Samsung KNOX Kernel UAF Exposes Millions of Galaxy Devices
Read more at Security Affairs

Scope of Salesforce Attacks Expands as Icarus Leaks Data
Read more at Dark Reading
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https://www.bleepingcomputer.com/news/security/tata-electronics-confirms-cyberattack-as-hackers-leak-data/
https://www.infosecurity-magazine.com/news/gta-6-scams-emerge-as-preorders/
https://www.bleepingcomputer.com/news/security/cisco-unified-cm-sme-flaw-cve-2026-20230-now-exploited-in-attacks/
https://isc.sans.edu/diary/CVE202440766+The+Patch+Fixed+the+Bug+Nobody+Fixed+the+Configuration/33094/
https://www.infosecurity-magazine.com/news/lookalike-npm-package-postcss/
https://www.csoonline.com/article/4188531/hole-in-widely-used-ffmpeg-codec-could-crash-media-servers-or-enable-rce.html
https://securityaffairs.com/194090/security/samsung-knox-kernel-uaf-exposes-millions-of-galaxy-devices.html
https://www.darkreading.com/cyberattacks-data-breaches/scope-salesforce-attacks-expands-icarus-leaks-data

