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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday, June 25, 2026 
(Reported on Friday, June 26, 2026) 

Government 

CISA Adds Two Known Exploited Vulnerabilities to Catalog 
Read more at CISA 
 
Prince George County, Va., Discloses Recent Cyber Attack 
Read more at Government Technology 
 
Russian APT 'Gamaredon' Upgrades Its Arsenal, Requiring New Defenses 
Read more at Dark Reading 
 
NIST Opens Updated IoT Security Guidance to Public Review 
Read more at Security Week 
 
Cyber Attack on Alamo Heights ISD Exposes Personal Data 
Read more at Government Technology 
 
Europe Evolves Into Ransomware's Favorite Region 
Read more at Dark Reading 

Financial Institutions 
Cryptohack Roundup: DOJ Seizes Huione Cloud Account 
Read more at BankInfoSecurity 

Healthcare 
Healthcare Report Highlights Growing Vendor Risk and Lack of Cyberattack Readiness 
Read more at HIPAA Journal  
 
Feds Expand AI to Combat Healthcare Fraud 
Read more at GovInfoSecurity 

Other 
Tata Electronics Confirms Data Breach After 630GB Leak Claim Targets Apple and Tesla 
Read more at Security Affairs 
 
 

https://www.cisa.gov/news-events/alerts/2026/06/25/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.govtech.com/security/prince-george-county-va-discloses-recent-cyber-attack
https://www.darkreading.com/threat-intelligence/russia-apt-gamaredon-arsenal-defense
https://www.securityweek.com/nist-opens-updated-iot-security-guidance-to-public-review/
https://www.govtech.com/education/k-12/cyber-attack-on-alamo-heights-isd-exposes-personal-data
https://www.darkreading.com/cybersecurity-analytics/europe-evolves-ransomware-favorite-region
https://www.bankinfosecurity.com/cryptohack-roundup-doj-seizes-huione-cloud-account-a-32072
https://www.hipaajournal.com/2026-healthcare-landscape-report-vendor-risk-cyberattack-readiness/
https://www.govinfosecurity.com/feds-expand-ai-to-combat-healthcare-fraud-a-32079
https://securityaffairs.com/194237/data-breach/tata-electronics-confirms-data-breach-after-630gb-leak-claim-targets-apple-and-tesla.html
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News from Thursday, June 25, 2026 
(Reported on Friday, June 26, 2026) 

In Less Than 24 Hours, Attackers Weaponize Cisco CUCM Flaw 
Read more at Dark Reading 
 

Twenty Million US IP Connections Used by Proxy Services 
Read more at Infosecurity Magazine 
 

Lantronix Serial-to-IP Converter Flaw Exploited in Attacks After OT Threat Warning 
Read more at Security Week 
 
Chrome Ad Blocker with 10M+ Installs Found with Dormant Script Injection Capability 
Read more at The Hacker News 
 

Curl Fixes a 25-Year-Old Bug in Its Largest CVE Release Yet 
Read more at Security Affairs 
 

GitLab Patches Code Execution, Information Disclosure Vulnerabilities 
Read more at Security Week 
 
Bluekit phishing kit adopts browser-in-the-middle for login theft 
Read more at Bleeping Computer 

 

Chrome 149 Update Resolves 18 Severe Vulnerabilities 
Read more at Security Week 

 

https://www.darkreading.com/cyberattacks-data-breaches/less-than-24-hours-attackers-weaponize-cisco-cucm-flaw
https://www.infosecurity-magazine.com/news/twenty-million-us-ip-connections/
https://www.securityweek.com/lantronix-serial-to-ip-converter-flaw-exploited-in-attacks-after-ot-threat-warning/
https://thehackernews.com/2026/06/chrome-ad-blocker-with-10m-installs.html
https://securityaffairs.com/194220/security/curl-fixes-a-25-year-old-bug-in-its-largest-cve-release-yet.html
https://www.securityweek.com/gitlab-patches-code-execution-information-disclosure-vulnerabilities/
https://www.bleepingcomputer.com/news/security/bluekit-phishing-kit-adopts-browser-in-the-middle-for-login-theft/
https://www.securityweek.com/chrome-149-update-resolves-18-severe-vulnerabilities/

