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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday, June 29, 2026 
(Reported on Tuesday, June 30, 2026) 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at CISA 
 
SSU and FBI Uncover Russian Cyber Espionage Operation Against Officials and Military Personnel 
Read more at Security Affairs 
 
US Federal Insurance Regulator Confirms Data Breach Via Oracle Flaw 
Read more at Infosecurity Magazine 
 
Iran, Russia, China Target Water Systems for Sabotage 
Read more at Dark Reading 

Financial Institutions 
236,000 DCloud Uni-App Sites Used in Crypto Scams, Phishing, and Wallet Drainers 
Read more at The Hacker News 

Healthcare 
South Florida Injury Centers; Chickasaw Nation Department of Health Report Data Breaches 
Read more at HIPAA Journal 

Other 
Nissan discloses employee data breach linked to Oracle zero-day attacks 
Read more at Bleeping Computer 
 
US offers $10 million for info on group behind Signal and WhatsApp hacking spree 
Read more at Ars Technica 
 
‘DirtyClone’ Linux Kernel Vulnerability Leads to Root Access 
Read more at Security Week 
 
Malicious Perplexity Chrome Extension Intercepted Searches and Address Bar Input 
Read more at The Hacker News 
 
 

https://www.cisa.gov/news-events/alerts/2026/06/29/cisa-adds-one-known-exploited-vulnerability-catalog
https://securityaffairs.com/194399/intelligence/ssu-and-fbi-uncover-russian-cyber-espionage-operation-against-officials-and-military-personnel.html
https://www.infosecurity-magazine.com/news/us-insurance-regulator-confirms/
https://www.darkreading.com/ics-ot-security/iran-russia-china-target-water-systems-sabotage
https://thehackernews.com/2026/06/236000-dcloud-uni-app-sites-used-in.html
https://www.hipaajournal.com/south-florida-injury-centers-chackasaw-bation-doh-data-breach/
https://www.bleepingcomputer.com/news/security/nissan-discloses-employee-data-breach-linked-to-oracle-zero-day-attacks/
https://arstechnica.com/information-technology/2026/06/us-offers-10-million-for-info-on-group-behind-signal-and-whatsapp-hacking-spree/
https://www.securityweek.com/dirtyclone-linux-kernel-vulnerability-leads-to-root-access/
https://thehackernews.com/2026/06/malicious-perplexity-chrome-extension.html
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News from Monday, June 29, 2026 
(Reported on Tuesday, June 30, 2026) 

'Djinn' Stealer Targets Cloud, AI Credentials 
Read more at Dark Reading 
 
Apple Patches 30+ iOS, macOS, Safari Flaws, Including AI-Discovered WebKit Bugs 
Read more at The Hacker News 
 

StegoAd: How 119 Fake Browser Extensions Stole Credentials and Ran Ad Fraud for Two Years 
Read more at Security Affairs 
 
Telegram-Based Millenium RAT Campaign Infects 60,000 Devices 
Read more at Infosecurity Magazine 
 
Researchers Demo New Claude Code Attack Using Harmless-Looking Repositories to Hijack 
Developer Machines 
Read more at Security Week 
 

Russian Hackers Accused of Destructive Cyber-Attack on Jaguar Land Rover 
Read more at Infosecurity Magazine 

 

https://www.darkreading.com/cyberattacks-data-breaches/djinn-stealer-targets-cloud-ai-credentials
https://thehackernews.com/2026/06/apple-patches-30-ios-macos-safari-flaws.html
https://securityaffairs.com/194409/malware/stegoad-how-119-fake-browser-extensions-stole-credentials-and-ran-ad-fraud-for-two-years.html
https://www.infosecurity-magazine.com/news/millenium-rat-telegram-60000/
https://www.securityweek.com/new-attack-abuses-claude-code-and-harmless-looking-repositories-to-hijack-developer-machines/
https://www.infosecurity-magazine.com/news/russian-hackers-destructive-jaguar/

