Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday, June 30, 2026

(Reported on Wednesday, July 1, 2026)

Government
CISA: Windows BlueHammer flaw now exploited by ransomware gangs
Read more at Bleeping Computer

Financial Institutions
Silent Swap Crypto Clipper Uses Fake Google Notes Extension to Replace Wallet
Addresses
Read more at TheHackerNews

Healthcare
Data Breaches Reported by Amicus Solutions: Huntsville Hospital Health System
Read more at HIPAAJournal

Insurance giant Aflac discloses data breach after subsidiary hack
Read more at Bleeping Computer

Washington Dept. Health & Social Services Insider Breach Affects 8,600 Individuals
Read more at HIPAAJournal

Other
Fake Perplexity extension on Chrome Web Store tracked searches
Read more at Bleeping Computer

Microsoft Warns Poisoned MCP Tool Descriptions Can Make Al Agents Leak Data
Read more at TheHackerNews

Blackfield ransomware asks Nidec Corporation for $2 million ransom
Read more at Bleeping Computer

New BioShocking Attack Tricks Al Browsers Into Leaking User Credentials
Read more at TheHackerNews
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https://www.bleepingcomputer.com/news/security/cisa-windows-bluehammer-flaw-now-exploited-by-ransomware-gangs/
https://thehackernews.com/2026/06/silent-swap-crypto-clipper-uses-fake.html
https://www.hipaajournal.com/data-breaches-amicus-solutions-huntsville-hospital-health-system/
https://www.bleepingcomputer.com/news/security/insurance-giant-aflac-discloses-data-breach-after-subsidiary-hack/
https://www.hipaajournal.com/washington-dept-health-social-services-insider-breach-2026/
https://www.bleepingcomputer.com/news/security/fake-perplexity-extension-on-chrome-web-store-tracked-searches/
https://thehackernews.com/2026/06/microsoft-warns-poisoned-mcp-tool.html
https://www.bleepingcomputer.com/news/security/blackfield-ransomware-asks-nidec-corporation-for-2-million-ransom/
https://thehackernews.com/2026/06/new-bioshocking-attack-tricks-ai.html

News from Tuesday, June 30, 2026
(Reported on Wednesday, July 1, 2026)

Attackers actively exploit the Oracle E-Business Suite flaw CVE-2026-46817
Read more at Security Affairs

AirDrop and Quick Share Flaws Let Nearby Attackers Trigger Crashes and Bypass Checks
Read more at TheHackerNews

Attackers Hijack Exposed Al Endpoints to Power Offensive Ops
Read more at DarkReading

RustDuck Botnet Rebuilds in Rust to Hijack Routers and Servers for DDoS
Read more at TheHackerNews
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https://securityaffairs.com/194463/security/attackers-actively-exploit-the-oracle-e-business-suite-flaw-cve-2026-46817.html
https://thehackernews.com/2026/06/airdrop-and-quick-share-flaws-let.html
https://www.darkreading.com/cloud-security/attackers-hijack-exposed-ai-endpoints-power-offensive-ops
https://thehackernews.com/2026/06/rustduck-botnet-rebuilds-in-rust-to.html

