Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday, July 1, 2026

(Reported on Thursday, July 2, 2026)

Government
Cyber Breach Was Limited, California Water Agency Says
Read more at Govtech

DHS confirms hackers breached HSIN info-sharing platform
Read more at Bleeping Computer

CISA Launches a Critical Infrastructure Security Partnership
Read more at Govtech

Financial Institutions
219,000 documents exposed: US retirement firm exposes deeply personal financial records
Read more at Cybernews

Judge Tosses $4M Romance Scam Suit Against Citibank
Read more at CUtoday.info

Healthcare
Security Researcher Identifies Quintet of Bugs in Toolkit Used in DICOM Medical Imaging Software
Read more at HIPAAJournal

Other
FortiBleed credential-theft campaign linked to Lynx ransomware
Read more at Bleeping Computer

'Phantom Squatting': An Emerging Al-Driven Supply Chain Threat
Read more at DarkReading

Hackers target Microsoft 365 accounts with 81 million login attempts
Read more at Bleeping Computer

Crafty Phishing Campaigns Auto-Adapt to Victim's Device, OS
Read more at DarkReading
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https://www.govtech.com/security/cyber-breach-was-limited-california-water-agency-says
https://www.bleepingcomputer.com/news/security/dhs-confirms-hackers-breached-hsin-info-sharing-platform/
https://www.govtech.com/security/cisa-launches-a-critical-infrastructure-security-partnership
https://cybernews.com/security/alta-montclair-retirement-data-leak/
https://www.cutoday.info/site/Fresh-Today/Judge-Tosses-4M-Romance-Scam-Suit-Against-Citibank
https://www.hipaajournal.com/offis-dcmtk-vulnerabilities-june-2026/
https://www.bleepingcomputer.com/news/security/fortibleed-credential-theft-campaign-linked-to-lynx-ransomware/
https://www.darkreading.com/endpoint-security/phantom-squatting-ai-driven-supply-chain-threat
https://www.bleepingcomputer.com/news/security/hackers-target-microsoft-365-accounts-with-81-million-login-attempts/
https://www.darkreading.com/application-security/phishing-campaigns-auto-adapt-victims-device-os

News from Wednesday, July 1, 2026
(Reported on Thursday, July 2, 2026)

Citrix Patches Six NetScaler Flaws Allowing File Read and Denial-of-Service
Read more at TheHackerNews

Langflow Flaws Exposed Al Servers to Takeover
Read more at GovinfoSecurity

GuardFall Flaw Hits 10 of 11 Popular Open-Source Al Agents
Read more at SecurityAffairs

Adobe patches seven max severity ColdFusion, Campaign flaws
Read more at Bleeping Computer
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https://thehackernews.com/2026/07/citrix-patches-six-netscaler-flaws.html
https://www.govinfosecurity.com/langflow-flaws-exposed-ai-servers-to-takeover-a-32125
https://securityaffairs.com/194546/ai/guardfall-flaw-hits-10-of-11-popular-open-source-ai-agents.html
https://www.bleepingcomputer.com/news/security/adobe-patches-seven-max-severity-coldfusion-campaign-flaws/

