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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday, July 10, 2026, through Sunday July 12, 2026 
                               (Reported on Monday, July 13, 2026) 

Government 
How the world’s top cyber authority left its door wide open on GitHub: CISA shares lessons from major 
blunder 
Read more at Cybernews 

 
Pennington County, S.D., Probes Cybersecurity Incident 
Read more at Govtech 

Financial Institutions 
Money launderer accused of stealing seized crypto while in prison 
Read more at Bleeping Computer 
 
Fresh ATM Crypto Software Bugs: Jackpot or Bust? 
Read more at Dark Reading 
 
Attackers Exploit 'Ill Bloom' Vulnerability to Drain Over $5 Million From Cryptocurrency Wallets 
Read more at The Hacker News 

Healthcare 
Cybercriminals Flock to Healthcare Businesses as Attacks Surge 
Read more at Dark Reading 
 
Aitkin County Health and Human Services Data Breach Affects 81,000 Individuals 
Read more at HIPAA Journal 
 
AI Threats Put Healthcare Vendors in Hackers' Crosshairs 
Read more at Health Care Info Security 

Other 
Hackers exploit critical auth bypass in Gitea Docker image 
Read more at Bleeping Computer 
 
Compromised jscrambler 8.14.0 npm Release Drops Rust Infostealer During Install 
Read more at The Hacker News 

 

https://cybernews.com/security/cisa-major-github-data-leak-lessons/
https://www.govtech.com/security/pennington-county-s-d-probes-cybersecurity-incident
https://www.bleepingcomputer.com/news/security/money-launderer-accused-of-stealing-seized-crypto-while-in-prison/
https://www.darkreading.com/vulnerabilities-threats/atm-crypto-software-bugs-jackpot-bust
https://thehackernews.com/2026/07/attackers-exploit-ill-bloom.html
https://www.darkreading.com/threat-intelligence/cybercriminals-healthcare-businesses-attacks-surge
https://www.hipaajournal.com/aitkin-county-health-human-services-data-breach/
https://www.healthcareinfosecurity.com/ai-threats-put-healthcare-vendors-in-hackers-crosshairs-a-32197
https://www.bleepingcomputer.com/news/security/hackers-exploit-critical-auth-bypass-in-gitea-docker-image/
https://thehackernews.com/2026/07/compromised-jscrambler-8140-npm-release.html
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News from Friday, July 10, 2026, through Sunday July 12, 2026 
                               (Reported on Monday, July 13, 2026) 

Zimbra urges customers to patch critical web client XSS flaw 
Read more at Bleeping Computer 
 
Researcher Details WhatsApp-to-Host Attack Chain Using Three OpenClaw Flaws 
Read more at The Hacker News 
 
New U-Boot flaws could enable stealthy firmware attacks 
Read more at Bleeping Computer 
 
Hackers Weaponize Balochistan Police Portal in Multi-Group Espionage Campaigns 
Read more at The Hacker News 
 
'Ghostcommit' hides prompt injection in images to fool AI agents, steal secrets 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/zimbra-urges-customers-to-patch-critical-web-client-xss-flaw/
https://thehackernews.com/2026/07/researcher-details-whatsapp-to-host.html
https://www.bleepingcomputer.com/news/security/new-u-boot-flaws-could-enable-stealthy-firmware-attacks/
https://thehackernews.com/2026/07/hackers-weaponize-balochistan-police.html
https://www.bleepingcomputer.com/news/security/ghostcommit-hides-prompt-injection-in-images-to-fool-ai-agents-steal-secrets/

