Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday, July 20, 2026

(Reported on Tuesday, July 21, 2026)

Government
US Cedes Its Al Governance Responsibilities to Others
Read more at Gov Info Security

Financial Institutions
Hackers steal $23.7 million in crypto from Ostium in off-chain attack
Read more at Bleeping Computer

Attackers Combo Up Evasion Tactics for BEC Phishing
Read more at Dark Reading

Healthcare
Centers Laboratory Discloses Data Breach Affecting 542K Individuals
Read more at HIPAA Journal

Russian-Speaking Hacker Uses Google Gemini CLI to Control Botnet of Eight Dental Clinic PCs
Read more at TheHackerNews

Other
Hugging Face warns an autonomous Al agent hacked its network
Read more at Bleeping Computer

CVE-2026-42533: Critical NGINX Bug Could Turn HTTP Requests Into Server Takeovers
Read more at Security Affairs

New HollowGraph malware uses Microsoft Graph for stealthy C2 comms
Read more at Bleeping Computer

Volexity Uncovers Zero-Day Campaign Targeting SonicWall VPN Appliances
Read more at Security Affairs

New 7-Zip Vulnerability Could Let Crafted XZ Archives Run Code During Extraction
Read more at The Hacker News
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News from Monday, July 20, 2026
(Reported on Tuesday, July 21, 2026)

Cursor, Codex, Gemini CLI, Antigravity hit by sandbox escapes
Read more at Bleeping Computer

Exposed Server Reveals Al-Assisted Phishing Toolkit Behind WebDAV Malware Campaign
Read more at The Hacker News

Estée Lauder discloses data breach via Oracle E-Business flaw
Read more at Bleeping Computer

FakeGit Campaign Uses 7,600 GitHub Repositories to Spread SmartLoader Malware
Read more at The Hacker News
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