Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday July 21, 2026
(Reported on Wednesday July 22, 2026)

Local Government

Trump Orders Defense Contractors to Map Software, Suppliers Across Critical Supply Chains | Supply
Chain | Security Week

Presidential executive order mandates defense contractors provide comprehensive mapping of software
components and supplier relationships.

FBI Warns of Deepfake Videos Impersonating IC3 Leadership | Social Engineering | Infosecurity
Magazine

FBI alerts public about fraudulent deepfake videos mimicking Internet Crime Complaint Center officials to
redirect victims to fake reporting websites.

Financial Institutions

Police dismantle Kratos phishing platform, arrest developer | Phishing | Bleeping Computer

International law enforcement dismantled Kratos phishing-as-a-service platform and arrested its
Indonesian developer.

Healthcare

US Hospital Finance Software Provider Craneware Reports Data Theft | Data Breach | Infosecurity
Magazine

Healthcare financial software vendor Craneware suffered unauthorized system access resulting in data
exfiltration.
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ApolloMD Agrees to Pay $4.02M to Settle Data Breach Lawsuit | Data Breach | HIPAA Journal

Healthcare business associate settles class action lawsuit for over $4 million following patient data
exposure incident.

Other

Anubis ransomware claims Coca-Cola Fairlife attack, threatens data leak | Ransomware | Bleeping
Computer

Anubis ransomware claims responsibility for an attack against Coca-Cola's Fairlife division and threatens
to publish stolen data unless ransom demands are met.

New Bit2Watt Attack Could Let Cloud Tenants Disrupt Power Grids Without an Exploit | Critical
Infrastructure | The Hacker News

Researchers describe the Bit2Watt technique, showing how malicious cloud tenants could influence
power grid stability without exploiting software vulnerabilities.

Critical Palo Alto VPN bug now exploited by Qilin ransomware gang | Ransomware | Bleeping
Computer

Qilin ransomware operators actively weaponizing Palo Alto VPN authentication bypass to compromise
enterprise networks.

Hacker wipes European country’s entire land registry database, paralyzing real-estate market |
Cyberattack | Cybernews

A cyberattack reportedly erased Romania's national land registry database, disrupting property
transactions and impacting the country's real-estate market.
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